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1 Executive Summary 

1.1 What are the LR Cyber Security ShipRight Procedures? 
The LR Cyber Security ShipRight Procedures are a set of requirements that, together with the LR 
Cyber Security Framework (LR CSF), are used to evaluate the approach and capabilities of marine 
and offshore organisations.  

 

Figure 1 – The LR CSF and the LR Cyber Security ShipRight Procedures 

The LR CSF provides an overarching strategic approach to meeting cyber resiliency objectives 
whilst the LR Cyber Security ShipRight Procedures detail the controls that need to be evidenced in 
order to meet Class Descriptive Note (DN) requirements. 

These requirements and the linked controls will enable objectives, cyber risk appetite, designed 
capability levels and operational maturity levels to be defined against a baseline. Assessment of 
these requirements will lead to the issue of a Cyber Security Descriptive Note (DN).   

 

1.2 Background 
LR Cyber Security ShipRight Procedures have been adapted to be delivered under the following 
documents:  

• LR Cyber Security ShipRight: Overview and Guidance; 
• LR Cyber Security ShipRight (Design & Build) Procedures;  
• LR Cyber Security ShipRight (Operational) Procedures (This document). 
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This document outlines the latest LR Cyber Security ShipRight Procedures for the operational 
elements of vessels in service and provides details around the domains covered, the maturity levels 
and requirements that need to be met. 

 

1.3 Who is the audience for the Operational procedures? 
These procedures (i.e. the Operational version of the LR Cyber Security ShipRight) have been created 
with the following audiences in mind: 

✓ Owners and Operators who are commissioning new builds to know what will be required 
when operating a vessel. 

✓ Owners and Operators who manage the systems, crew and processes around the operation 
of vessels. 

✓ Owners and Operators who are facing technology changes, refits or maintenance where 
systems that impact cyber security are to be changed, configured or updated.  

1.3.1 Descriptive Notes (DN) 
Owners and Operators will be able to meet these procedures and then have an assessment that 
would lead to an update to the vessels Descriptive Note (DN) issued under the LR Class system. This 
would be applied to a vessel. 

A vessel may have a DN issued from a previous LR Cyber Security ShipRight (Design & Build) 
assessment. If this is the case the new details from the Operational assessment will be added upon 
a successful assessment. 

If not, then a combined Design & Build, and Operational assessment will take place at the same time 
to assess both designed capability and maturity of the systems in scope. 
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2 What are the LR Cyber Security ShipRight 
Procedures? 

2.1 LR Cyber Security ShipRight Procedures and Descriptive Note 
LR and Nettitude have released this updated version of the LR Cyber Security ShipRight 
Procedures. The version has been split into two documents, aligned to those ships under 
construction or refit, and to those in operational use. The diagram below gives a summary of the 
purpose and scope of each: 

 

Figure 2 – Overview of the LR Cyber Security ShipRight Procedures 
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2.2 Domains 
Cyber Security is a complex, emerging and developing risk area for connected ships and ships 
systems. To provide clarity, Lloyd’s Register and Nettitude have established a set of cyber security 
risk areas (hereafter referred to as domains) that are considered in the Cyber Security ShipRight 
procedures when assessing cyber security maturity for in class vessels. 

New Builds: 

The following eight domains have been created within the Cyber Security ShipRight (Operational) 
procedures: 

 

 

Figure 3 – Domain descriptors for LR Cyber Security ShipRight (Operational) Procedures 

1: Asset Management

• Identification of 
critical assets

•Asset & Data 
Inventory & 
Ownership

•Asset & Data 
Classification

•Asset & Data 
Labelling & Handling

•Asset & Data 
Removal & Security

•Asset & Data 
Maintenance & 
Protection

2: Authentication & 
Authorisation

•User Access
•Privileged Access 
Rights

• Identification 
Management

•Role-based Access 
Management

•Remote User Access
•3rd party access
•Secure Log-On 
Procedures

•Change 
Management

3: Secure Networks & 
Systems

•Secure architecture 
•Network Perimeter 
Security

•Network Segregation
•Remote Access 
(from locations not 
onboard the ship)

•Secure Configuration 
and Patching

•Cryptographic 
Security

4: Security Policy

•Security Policies & 
Procedures

•Asset & Data Usage
•Security Policy 
Reviews

8: Risk Management & 
Assurance

•Penetration Testing
•Risk Management
•Vulnerability 
Management

•Security Polices & 
Reviews

•Third Party 
Management

• Incident Response 
and System Recovery

5: Physical & 
Environment Security

•Physical Security 
Procedures

•Physical Security 
Perimeters

•Physical Entry 
Controls

•Securing Offices, 
Rooms & Facilities

•Securing Delivery & 
Loading Areas

•Securing Cables

7: Detect & Respond

•Endpoint & Network 
Behaviour

•Analysis, 
Investigation & 
Discovery

•Management of 
Detection & 
Response Capability

•Operational 
Continuity & 
Recovery

•Root Cause Analysis 
& Lessons Learnt

6: Information 
Security Awareness

•Awareness Education 
& Training

•Security Breaches
•3rd Party Suplliers
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2.3 Isolating Components 
As detailed in the guidance document it may be possible to isolate some of the secondary 
components within scope in order to reduce the requirements that impact the Descriptive Note.  

The secondary systems can only be decoupled from this overall rating if they are:  

1. Designed to be physically and/or logically isolated from the core networks;  
2. Have no means of connectivity to the core networks at any time (including during 

emergencies and maintenance periods); 
3. Have undergone segmentation penetration testing. 

 
Components that have been designed and built to meet this isolating requirement should be 
presented with the following evidence: 

1. Design documentation showing the physical and/or logical design and its integration into 
the ships networks and systems. This design needs to support the components isolation 
from any other core system in scope. 

2. The component should be tested though the use of an objective based penetration test that 
focuses on demonstrating that there is no connectivity possible between this component 
and any other system on the ships core network or between any other core system on board. 

 

2.4 Further Information 
Reports will be issued for initial assessments and a final assessment report. These will accompany 
any issued Descriptive Notes and Factual Statements.  

For further details about how to use these procedures and how assessments take place please 
refer to the document LR Cyber Security ShipRight - Overview and Guidance which accompanies 
these procedures. 

The full procedures for the operational assessment are shown in Appendix A in this document. 
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3 Appendix A: LR Cyber Security ShipRight (Operational) Procedures 

3.1 LR ShipRight Requirements for Operational Vessels 
The controls for the LR Cyber Security ShipRight Procedures for the four designed capability levels are shown below. These are designed for the shipyard, 
vendors and operators to follow when designing, installing and commission new platforms. 

The table below shows the heading used in the table and provides a description of the expected contents. 

Column Heading Description 

Domain  Domain title 

Sub Domain   Details of the sub domain  

Operational Controls Description
  
 

Shipyards/integrators should be fully aware of all controls required, but these are the ones where particular responsibilities to 
provision and configure are needed. Any systems, technology or platforms installed should be designed to meet these 
controls in full, for the highest level of cyber designed capability. 

Level 1 (Established) Outcomes Expected outcomes for Established 

Level 2 (Enhanced) Outcomes Expected outcomes for Enhanced 

Level 3 (Accomplished) Outcomes Expected outcomes for Accomplished 

Level 4 (Optimised) Outcomes Expected outcomes for Optimised 
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3.1.1 Colour Codes 
The following colour codes are used to indicate the outcomes during an assessment: 
 

• RED: This control can’t currently be met by the system under review 
• BLUE: Requires further information from the shipyard 
• ORANGE: Requires further information from Vendors/Owners 
• GREEN: LR/Nettitude believes from the discussion to date that the system would meet this requirement 
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3.1.2 Domain 1: Asset & Data Management   
Sub-Domain Operational Controls 

Description 
Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

1: Asset & Data Management 

1 Asset & Data 
Inventory & 
Ownership 
 
 
Note: this sub-
domain 
includes 
portable 
(including 
removable 
media such as 
USB drives) 
assets. 

The Operator must 
ensure all assets 
(both hardware and/or 
software) that are 
associated with ship-
based facilities and/or 
areas that store, 
process and/or 
transmit critical 
information (i) are 
identified and 
documented, and (ii) 
have an identified 
owner, responsible for 
the management of 
the asset and/or data 
from creation to 
disposal 

There is a list of assets 
associated with ship-based 
facilities and/or areas that 
store, process and/or 
transmit critical 
information. 
This asset list includes a (i) 
description of their 
function/purpose, and (ii) 
location of the device. 
This documented inventory 
is kept current. 

This asset list includes (i) a 
description of their 
function/purpose, (ii) location of 
the asset, (iii) classification of 
the asset, and (iv) defined 
access controls.  

The asset inventory provides an 
accurate way to determine the (i) 
owner, (ii) contact information, and 
(iii) purpose of assets associated 
with ship-based facilities and/or 
areas that store, process and/or 
transmit critical information. 
The storage and maintenance of all 
assets (including portable assets) 
associated with ship-based 
facilities and/or areas that store, 
process and/or transmit critical 
information undergoes periodic 
media inventories. 
This inventory includes the (i) asset 
owner, (ii) contact details, and (iii) a 
record of the critical/sensitive 
information currently and 
previously stored. 

The Designated Management 
Team (This could include the 
Master; Officers; Designated 
Person Ashore (DPA) and others 
who have documented 
responsibilities) have developed 
a high-level understanding and 
management of onboard 
networks and their security, with 
the objective of identifying the 
failure impacts of key assets 
and network resources. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

2 Asset & Data 
Classification 
 
 
Note: this sub-
domain 
includes 
portable 
(including 
removable 
media such as 
USB drives) 
assets. 

All ship-based assets 
and/or data must be 
classified; this 
classification must 
consider any legal 
requirements and 
must include the 
value, criticality and 
sensitivity of this 
asset and/or data, if 
the confidentiality and 
integrity of the asset 
and/or data is 
compromised, or if the 
asset and/or data is 
made unavailable  

Assets associated with 
ship-based facilities and/or 
areas that store, process 
and/or transmit critical 
information are classified. 

The management of portable 
media (including removable 
media such as USB drives) 
requires (i) appropriate 
authorisation before such 
portable assets can be used to 
store and/or transfer 
critical/sensitive information, 
(ii) all portable assets to be 
periodically reviewed and 
documented, and (iii) that this 
inventory includes the asset 
owner, contact details and a 
record of the critical/sensitive 
information currently and 
previously stored on the 
portable asset. 

Classifications are periodically 
reviewed. 

Asset classification defines the 
asset’s protection requirements, 
and the necessary access 
controls to provide that 
protection. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

3 Asset & Data 
Labelling & 
Handling 
 
 
Note: this sub-
domain 
includes 
portable 
(including 
removable 
media such as 
USB drives) 
assets. 

The Operator must 
ensure (i) asset and/or 
data labelling 
procedures, and (ii) 
asset and/or data 
handling procedures 
are developed and 
implemented, and that 
these procedures are 
defined by the data 
classification policy 

The asset labelling 
accurately determines the 
owner, contact information, 
and purpose of the asset. 
A list of authorised 
recipients of assets is 
maintained and managed.  
Assets that store, process 
and/or transmit critical 
information are stored 
appropriately. 
If the equipment has 
password control, then it 
should be changed from 
default password and 
should follow password 
policy set by the company.  

Assets that store, process 
and/or transmit critical 
information are stored as 
directed by manufacturers’ 
guidelines. 
Assets that store copies 
(whether temporary or 
permanent) of critical/sensitive 
data are given protection that is 
consistent with the protection 
afforded to the original data set. 
Procedures for protecting 
portable assets (i) include 
controls for physically securing 
all assets, and (ii) that these 
controls are defined by the 
asset and/or data 
classification. 

Effect due to hardware or software 
changes should be analysed.  
Physical devices brought on board 
the vessel for the purpose of 
system updates/upgrades should 
be free from corruption. There 
should be a process in place to 
verify the data integrity before 
introduction to the ship's systems.  
The asset labelling accurately 
determines the classification 
status of the asset. 

Assets that store copies 
(whether temporary or 
permanent) of critical/sensitive 
data are given protection that is 
consistent with the protection 
afforded to the original data set. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

4 Asset & Data 
Removal & 
Security 
 
 
Note: this sub-
domain 
includes 
portable 
(including 
removable 
media such as 
USB drives) 
assets. 

The Operator must 
ensure (i) 
authorisation is 
provided before any 
equipment, 
information or 
software is removed 
from a ship-based 
facility and/or area 
that stores, processes 
and/or transmits 
critical information, 
and that (ii) risk-based 
security controls are 
in place before any 
asset that stores, 
processes and/or 
transmits critical 
information is 
removed from any 
ship-based facility 

Authorisation is required 
before assets are removed 
from ship-based facilities 
and/or areas that store, 
process and/or transmit 
critical information. 

Risk-based controls are defined 
before any asset that stores, 
processes and/or transmits 
critical information is taken off-
site. 
Equipment is not removed from 
installations in vessels without 
prior authorisation.  
Ship Operators have identified 
the responsible persons who 
have authority to permit off-site 
removal of equipment 
(including component of 
equipment). Equipment should 
be recorded as being removed 
off-site with time limit and 
recorded when returned.  

Procedures for managing the 
removal of assets (e.g., how long 
the asset can be removed, how the 
return of the asset is verified and 
recorded, how the identity, role and 
affiliation of individuals authorised 
to remove the asset), are 
documented. 
Procedures for the secure disposal 
of ship-based assets that store, 
process and/or transmit data are 
defined by the asset classification. 

Procedures for asset 
destruction (including portable 
assets) will ensure that (i) there 
is a reasonable assurance that 
hard-copy materials cannot be 
reconstructed when destroyed, 
(ii) containers used for storing 
materials prior to their 
destruction are secured, and (iii) 
critical/sensitive information 
held on electronic assets is 
rendered unrecoverable. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

5 Asset & Data 
Maintenance & 
Protection 
 
 
Note: this sub-
domain 
includes 
portable 
(including 
removable 
media such as 
USB drives) 
assets. 

The Operator must 
ensure all ship-based 
facilities and/or areas 
that store, process 
and/or transmit 
critical information 
are appropriately (i) 
maintained to 
safeguard their 
availability and 
integrity, and are (ii) 
sited in order to 
reduce the risks from 
environmental threats 
and hazards arising 
from normal 
operational conditions 

All IT/OT equipment is 
appropriately maintained. 
 All devices or portable 
storage media used in 
maintaining or updating 
IT/OT systems are 
scanned for malware prior 
to being used. 
If appropriate, all IT/OT 
systems have up to date 
patches applied.  
The use of portable storage 
media to maintain or 
update IT/OT systems is 
authorised. 
Eating, drinking and 
smoking in proximity to 
ship-based facilities and/or 
areas that store, process 
and/or transmit critical 
information is prohibited. 

Appropriate controls are used to 
minimize the impact of physical 
and environmental threats (e.g., 
theft, fire, explosives, smoke, 
water [or water supply failure], 
dust, vibration, chemical 
effects, electrical supply 
interference, communications 
interference, electromagnetic 
radiation and vandalism, etc.), 
upon ship-based facilities 
and/or areas that store, process 
and/or transmit critical 
information. 
When software is being 
maintained, the inventory list 
should include a record of the 
previous and current software 
versions installed, including a 
repository of related electronic 
service report documents.  
Ship-based facilities and/or 
areas that store, process and/or 
transmit critical information 
must be correctly maintained, 
as defined by vendor guidelines. 
Ship-based facilities and/or 

Procedures for the monitoring of 
environmental conditions (e.g., 
temperature, humidity, etc.), that 
could adversely affect the 
operation of ship-based facilities 
and/or areas that store, process 
and/or transmit critical information 
are in operation. 
Only authorised persons should be 
permitted to carry out 
maintenance.  When maintenance 
is carried out by external person 
(other than authorised service 
provider), the capability and 
credentials of the person and 
company should be verified prior to 
the maintenance. The ship Operator 
should establish procedures 
towards the same.  

Security impact assessments 
relating to the loss of 
confidentiality, integrity and 
availability of data and/or ship-
based assets that store, process 
and/or transmit 
critical/sensitive data are 
undertaken either (i) annually, 
and/or (ii) when ship-based 
assets are upgraded and/or 
data is re-classified. 
The Ship Operator should have 
procedures in place to protect 
shipboard equipment from 
malicious or unintentional 
security threats.  
Safety procedures should 
include, but not limited to, the 
following considerations: i) 
ensuring secure 
communications and remote 
access; ii) access management 
for technician(s) from Service 
Provider iii) confirmation from 
the Service Provider that any 
portable computers, removable 
media/storage devices intended 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

areas that store, process and/or 
transmit critical information are 
positioned so that the risk of 
such information being viewed 
by unauthorised individuals is 
reduced. 

to be used in the maintenance 
process have been subject to a 
malware check before the 
maintenance is carried out. 
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3.1.3 Domain 2: Authentication & Authorisation  
Sub-Domain Operational Controls 

Description 
Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

2: Authentication & Authorisation 

1 User Access The Operator must 
ensure the existence of 
defined access roles and 
requirements for those 
ship-based locations 
that house facilities 
and/or areas that store, 
process and/or transmit 
critical information. 
These access 
requirements must 
include (i) system 
components and data 
resources that each role 
needs to access for their 
job function, (ii) level of 
privilege required (for 
example, user, 
administrator, etc.) for 
accessing resources. 

Access requirements 
include (i) system 
components and data 
resources that each role 
needs to access for their 
job function, and (ii) 
identification of privilege 
necessary for each role to 
perform their job function. 
Privileges assigned are 
based on that individual’s 
job classification and 
function. 

Privileges assigned (i) are based 
on that individual’s job 
classification and function, and 
(ii) are periodically reviewed. 
The removal (i.e., terminated 
users, change of job 
responsibilities), of access 
rights is formally documented. 

Policies and procedures should be 
developed towards control of 
network access. 
All role-based access control is 
based on individual’s job 
classification and function, and 
each role has defined access 
needs and assigned privileges.    
Access to ship-based facilities 
and/or areas that store, process 
and/or transmit critical 
information is restricted to those 
least privileges necessary to 
perform job responsibilities. 

Access to ship-based facilities 
and/or areas that store, process 
and/or transmit critical 
information is generally 
forbidden unless expressly 
permitted. 
Documented formal approval 
(either electronically or in 
writing) is required for all 
access (including the specific 
privileges required). 
Access rights to ship-based 
facilities and/or areas that 
store, process and/or transmit 
critical information are 
periodically reviewed, with roles 
having privileged access 
reviewed at agreed documented 
intervals based on the risks 
presented. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

2 Privileged 
Access 
Rights 

The Operator must 
restrict and control the 
allocation and use of 
privileged access rights 
to those ship-based 
locations that house 
facilities and/or areas 
that store, process 
and/or transmit critical 
information. 

Privileged access rights 
are defined for each 
system and/or process. 
Individuals are allocated 
appropriate privileged 
access rights for each 
system and/or process. 
Individuals are allocated 
least privilege access 
rights necessary for the 
individual to perform their 
job function. 
The allocation of 
privileged access rights is 
authorised and 
documented. 
Privileged access rights 
are assigned to separate 
and unique user ID(s). 

Privileged access rights are only 
granted after the authorisation 
process is completed. 
Privileged access rights have 
defined expiry dates. 

Responsibilities and roles that 
have privileged access rights are 
reviewed every 6 months. 

Multi-factor authorisation is 
required for all privileged access 
requests. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

3 Remote User 
Access 

The Operator must 
ensure that all remote 
access to those ship-
based locations that 
house facilities and/or 
areas that store, process 
and/or transmit critical 
information is controlled 
by secure log-on 
procedures. 

Appropriate controls are 
used to manage remote 
access to those ship-
based facilities and/or 
areas that store, process 
and/or transmit critical 
information. 
Insecure remote user 
access commands are not 
in use. 

Insecure remote user access 
commands are not in use. 
All remote access events should 
be recorded for review in case of 
a disruption to an IT or OT 
system.  

The ship Operator should 
establish policies and procedures 
for control of remote access to 
onboard IT and OT systems. Clear 
guidelines should identify who 
has permission to access, when 
they can access, and what they 
can access. Any procedures for 
remote access should include 
close co-ordination with the ship’s 
master and other key senior ship 
personnel. 
Remote access must be strictly 
controlled and only provided to 
suppliers or third parties after an 
information security assessment 
has been satisfactorily completed 
by the supplier/third party. If 
possible, remote access should 
be initiated and confirmed by a 
responsible person onboard, and 
it should be possible at all times 
to terminate the remote 
connection by the responsible 
personnel onboard.  

All remote access granted to 
ship-based areas and/or 
facilities that store, process 
and/or transmits critical data is 
(i) monitored when in use and 
(ii) disabled when not in use. 
All remote access to ship-based 
areas and/or facilities that 
store, process and/or transmits 
critical data will use Multi 
Factor Authentication (MFA). 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

4 Secure Log-
On 
Procedures 

The Operator must 
ensure that all access to 
those ship-based 
locations that house 
facilities and/or areas 
that store, process 
and/or transmit critical 
information is controlled 
by secure log-on 
procedures. 

The authentication 
process not only requires 
a unique ID, but also 
additional authentication 
methods. 
Individuals (including 
service providers) use a 
unique ID to access ship-
based 
data/systems/services. 
Assigned unique ID(s) 
only has access privileged 
rights as detailed in the 
authorisation 
documentation. 
All authentication 
methods (e.g., 
physical/logical security 
tokens, smart cards, etc.), 
are assigned to an 
individual, named and 
unique account. 
Access privileged rights 
for terminated users are 
immediately revoked. 
Appropriate physical 
and/or logical controls are 

All inactive user accounts are 
immediately disabled. 
Repeated access attempts to 
ship-based 
data/systems/services are 
restricted.  
Active access sessions have a 
(i) active lockout duration, and 
(ii) session idle time.  
Passwords/passphrases have a 
complexity and strength at least 
equivalent to recognized 
industry best practice. 
Reset passwords/passphrases 
for each user are not the same 
as any previous 
passwords/passphrases used 
by the same user.  
First-time 
passwords/passphrases for new 
users, and (i) reset 
passwords/passphrases for 
existing users, are set to a 
unique value for each user and 
changed after first use.  
Group/shared/generic 

Assigned unique ID(s) only has 
access privileged rights as 
detailed in the authorisation 
documentation. 
Remote access granted to service 
providers (i) is monitored when in 
use, and (ii) is disabled when not 
in use. 
Strong cryptography is used to 
guarantee all authentication 
methods are unreadable during 
transmission and storage.  
User identity is confirmed before 
modifying their authentication 
credentials. 
All non-console administrative 
access to any ship-based 
infrastructure uses multi-factor 
authentication. 

Any features (i.e., system 
administration privileges) or 
facilities (i.e., system utility 
programs) that can override 
system or application controls 
are managed and controlled. 



  

 

 

  
 

19 Confidential 

Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

in-place to ensure only the 
intended account and/or 
device can gain access to 
ship-based 
data/systems/services. 

authentication credentials are 
not used.  

5 Role Based 
Access 
Control 
Management 

 
All access granted is 
consistent with the 
access control policies. 

A central record of granted 
access rights is maintained, and 
reviewed every 6 months. 

Procedures for managing access 
rights of individuals who (i) 
change roles, or (ii) leave are in 
place and active. 

All authentication and 
authorisation requirements are 
regularly assessed and 
improvements identified. 
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3.1.4 Domain 3: Secure Networks & Systems 
Sub-Domain Operational Controls 

Description 
Level 1 (Established) Outcomes Level 2 (Enhanced) 

Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 
Outcomes) 

Level 4 (Optimised) 
Outcomes 
(including Level 3 
Outcomes) 

3: Secure Networks & Systems 

1 Network 
Perimeter 
Security 

Network services that 
connect to ship-based 
locations housing 
facilities and/or areas 
that store, process 
and/or transmit 
critical information 
must have appropriate 
network security 
controls in place. 

There is a formal process for approving 
all (i) ship-based network 
connections/configurations, (ii) changes 
to ship-based network 
connections/configurations. 
All network connections/configurations 
(i) are documented, (ii) are up-to-date, 
and (iii) includes all 
connections/configurations. 
Data flow diagrams (i) are documented, 
(ii) are up-to-date, and (iii) includes all 
connections/configurations. 
The management of network 
components/connections/configurations 
included a formal description of groups, 
roles and responsibilities. 
There is a justification and approval for 
(i) all network services, protocols and 
ports being used, (ii) the use of those 

Ship-based network 
connections/configurations 
(i) only allow necessary and 
approved network traffic, and 
(ii) are secured and 
synchronized. 
Ship-based facilities that 
store, process and/or 
transmit critical data do not 
have a direct connection to 
the Internet. 
Inbound connections to an 
internal ship-based network 
only originate from an 
established session. 
Private IP addresses and 
routing information are not 
disclosed. 
Portable computing devices 
(that are used to access ship-

Communications and 
system interfaces to 
onboard IT and OT systems, 
including communications 
methods originating from 
company or affiliated 
organisation shore side 
locations, should support the 
establishment of policies 
and procedures on cyber risk 
management. 
Firewalls are deployed 
between wireless networks 
and ship-based facilities that 
store, process and/or 
transmit critical data. 
Ship-based wireless network 
connections/configurations 
only allow necessary and 
approved network traffic. 

Recorded data of physical 
security equipment (cyber-
enabled equipment to 
restrict physical access) 
should be securely 
maintained and monitored 
by the ship Owner.  
All ship-based networks (i) 
deploy a firewall at each 
Internet connection, (ii) 
deploy a firewall between a 
DMZ and an internal 
network, and (iii) use 
segmentation to isolate 
different networks. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) Outcomes Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 
Outcomes) 

Level 4 (Optimised) 
Outcomes 
(including Level 3 
Outcomes) 

network services, protocols and ports 
that are considered insecure. 

based facilities that store, 
process and/or transmit 
critical data) are protected 
when connected to the 
Internet outside of such 
facilities. 
Security configurations 
protecting such portable 
computing devices are (i) 
defined and documented, (ii) 
actively running, and (iii) 
cannot be altered/disabled by 
users. 

All other inbound 
connections (not associated 
with an established session) 
to an internal ship network 
are prohibited.  
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) Outcomes Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 
Outcomes) 

Level 4 (Optimised) 
Outcomes 
(including Level 3 
Outcomes) 

2 Secure 
Configuration 
and Patching 

The Operator must 
ensure that systems, 
networks and/or 
software that connect 
to ship-based 
locations housing 
facilities and/or areas 
that store, process 
and/or transmit 
critical data are 
protected from known 
vulnerabilities. 

A vulnerability management process (i) 
maintains a record of all identified 
vulnerabilities, and (ii) documents 
actions taken to remediate those 
vulnerabilities, and (iii) notifies the 
Owner/Operator of the existence of the 
vulnerability. 
Vendor/default user accounts for ship-
based system components (including 
WiFi access points) and other security 
controls were either removed or disabled 
before being deployed. 

Limited OT systems 
integrated into on board IT 
networks; appropriate 
segmentation controls are 
used to enforce limited 
integration, with Role Based 
Access Controls to limit 
access to read only access. 
All ship-based systems, 
networks and/or software are 
protected from known 
vulnerabilities, and change 
management procedures 
include documented approval 
for the deployment of security 
patches. 
Configuration standards for 
all ship-based OT systems 
and IT network components 
follow recognized industry 
hardening guidelines, and are 
(i) documented, (ii) kept up-to 
date, and (iii) in use.  

There is a formal process for 
approving and testing all (i) 
ship-based network 
connections/configurations 
(including wireless network 
connections/configurations), 
and (ii) changes to ship-
based network 
connections/configurations. 
Only those services, 
protocols, ports and/or 
daemons as required by the 
system’s function will be 
enabled. 
Any insecure services, 
protocols and/or daemons 
are protected with additional 
security controls, and these 
addition controls cannot be 
disabled without formal 
authorisation. 

Ship-based IT network and 
OT system 
connections/configurations 
(i) are reviewed every 6 
months, (ii) only allow 
necessary and approved 
network/system traffic, and 
(iii) are secured and 
synchronized. 
Only one primary function 
per server (whether 
physical or logical) is 
allowed, all other 
functionality not required is 
removed or disabled, and 
the deployment on the 
same server (whether 
physical or logical) any 
functionality with differing 
security levels is prohibited. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) Outcomes Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 
Outcomes) 

Level 4 (Optimised) 
Outcomes 
(including Level 3 
Outcomes) 

3 Cryptographic 
Security 

The Operator must 
use a risk-based 
approach when 
developing 
cryptographic 
controls for protecting 
critical data. 

Non-console administrative access was 
encrypted using industry recognized 
strong encryption. 
The deployed encryption solution follows 
the documented description of the 
cryptographic architecture. 

The deployed cryptographic 
architecture supports ship-
based security objectives. 
The documented description 
details (i) algorithms, 
protocols and keys (key 
strength/expiry date) used, 
and (ii) key usage. 
Access to encryption keys is 
restricted to those individuals 
with a documented need to 
access them. 

The cryptographic 
architecture is implemented 
(i) as defined by industry 
best practice and/or (ii) as 
detailed in the vendor’s 
documentation. 
The ship’s key management 
procedures (i) generates 
strong encryption keys, (ii) 
secures the distribution of 
encryption keys, (iii) secures 
the storage of encryption 
keys, (iv) defines the 
encryption keys 
cryptoperiod, (v) defines 
when encryption keys must 
be retired/replaced, (vi) 
prevents the unauthorised 
substitution of encryption 
keys, and (vii) requires a 
formal acknowledgment 
from key-custodian 
responsibilities. 

A risk management process 
has been used to assess, 
select and manage the 
encryption technologies. 
Strong encryption is used 
to (i) secure the 
transmission (over open 
public networks, including 
the use of end-user 
messaging technologies) of 
critical data, and (ii) 
guarantee authentication 
credentials that are 
indecipherable during 
storage and transmission. 
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3.1.5 Domain 4:  Cyber Policy  
Sub-Domain Operational Controls 

Description 
Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

4:  Cyber Policy 

1 Security 
Polices & 
Procedures 

The Operator must 
ensure a set of cyber 
security policies & 
procedures (i) are 
establish and 
published, (ii) have 
management 
approval, and (iii) are 
freely disseminated to 
all individuals 
(including contractors 
and relevant external 
service providers). 

Cyber security policies and 
procedures (i) are 
established and published, 
(ii) have senior 
management approval, and 
(iii) are disseminated to all 
individuals (including 
contractors and relevant 
external service providers). 

The cyber security policies and 
procedures make specific 
reference to data backup 
procedures, network 
configuration change and patch 
management procedures. 
Single or aggregated breaches 
of cyber security policies and 
procedures form part of the 
disciplinary process. 

Cyber security policies and 
procedures define and manage all 
activities relating to cyber security 
(i) including assigning 
responsibilities for cyber security to 
specific roles, and (ii) make 
reference to topic specific cyber 
security requirements and 
procedures (e.g., authentication & 
authorisation, asset management, 
etc.). 

The Designated Management 
Team (This could include the 
Master; Officers; Designated 
Person Ashore (DPA) and others 
who have documented 
responsibilities) have defined 
the information security policies 
& procedures that address 
requirements created by, (i) the 
business strategy, (ii) 
regulations, legislation and 
contracts, and (iii) the current 
and projected information 
security threat environment. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

2 Asset & Data 
Usage 
 
 
Note: this 
sub-domain 
includes 
portable 
(including 
removable 
media such 
as USB 
drives) 
assets. 

Policies and 
procedures for the 
acceptable use of 
critical information 
and any assets 
associated with ship-
based facilities and/or 
areas that store, 
process and/or 
transmit critical 
information must be 
documented and 
implemented. 

Policies and procedures for 
controlling the storage and 
maintenance of ship-based 
assets associated with 
facilities and/or areas that 
store, process and/or 
transmit critical 
information (i) are 
documented, maintained 
and disseminated to all 
relevant personnel, and (ii) 
are regularly reviewed.  
Policies and procedures for 
controlling the removal and 
disposal of ship-based 
assets associated with 
facilities and/or areas that 
store, process and/or 
transmit critical 
information (i) are 
documented, maintained 
and disseminated to all 
relevant personnel, and (ii) 
are regularly reviewed.  
Policies and procedures 
define access control 
requirements for each role, 

Policies and procedures for the 
management of ship-based 
assets that store, process 
and/or transmit data include (i) 
the protection of ship-based 
assets during transit from 
unauthorised access, misuse 
and/or corruption, and (ii) an 
assurance that the disposal of 
ship-based ensures 
critical/sensitive information 
cannot be reconstructed when 
destroyed. 

Procedures have been established 
and documented for managing the 
removal of assets. e.g., how long 
the asset can be removed, how the 
return of the asset is verified and 
recorded, how the identity, role and 
affiliation of individuals authorised 
to remove the asset. 

The Designated Management 
Team (This could include the 
Master; Officers; Designated 
Person Ashore (DPA) and others 
who have documented 
responsibilities) realise that as 
technology changes, so does 
the threat and therefore risks, 
and they have adopted a 
continuous through-life process 
to ensure acceptable use of data 
& assets remain effective and 
appropriate. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

and they include (i) ship-
based system components 
and data resources that 
each role needs to access 
for their job function, (ii) 
level of privilege required 
for accessing ship-based 
resources that store, 
process and/or transmit 
critical information. 
Policies and procedures for 
facilities and/or areas that 
store, process and/or 
transmit critical 
information (i) define 
acceptable use and 
acceptable locations, (ii) 
are disseminated to all 
relevant personnel, and (iii) 
are regularly reviewed. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

3 Security 
policy 
reviews 

The Operator must 
ensure reviews of the 
cyber security policies 
are undertaken either 
annually, and/or after 
any significant 
change. 

Reviews of the cyber 
security policies are 
undertaken (i) at least 
annually, and/or (ii) after 
significant changes to the 
Operator business strategy 
and operational 
environment. 
Senior management 
approval was required for 
any modification to the 
cyber security policies. 

[No further requirements] [No further requirements] [No further requirements] 
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3.1.6 Domain 5: Physical Access Controls  
Sub-Domain Operational Controls 

Description 
Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

5: Physical Access Controls 

1 Physical 
security 
procedures 

The Operator must ensure 
security policies and 
operational procedures for 
restricting physical access 
to ship-based facilities 
and/or areas that store, 
process and/or transmit 
critical information are 
documented, in use, and 
known to all affected 
parties. 

Operational procedures for 
restricting physical access 
to ship-based facilities 
and/or areas that store, 
process and/or transmit 
critical information are 
documented, and 
disseminated to all 
relevant individuals. 

Any maintenance within a 
secure area by service providers 
is authorised and supervised. 

[No further requirements] [No further requirements] 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

2 Physical 
security 
perimeters 

The Operator must ensure 
that all ship-based facilities 
and/or areas that store, 
process and/or transmit 
critical information have a 
defined security perimeter, 
and are protected by defined 
physical security controls. 

Physical access to ship-
based facilities and/or 
areas that store, process 
and/or transmit critical 
information is restricted. 
Secure areas should be 
protected by appropriate 
entry controls as laid down 
in ship security plan.  

Policies and procedures for 
controlling access to secure 
areas are established and 
disseminated to appropriate 
individuals. 

Access controls identify who 
has permission to access, 
when they can access, and 
what they can access.  

Access controls for secure 
areas are risk assessed, taking 
into account the possible 
impact of unauthorised or 
unintended access to those 
areas.   
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

3 Physical Entry 
Controls 

The Operator must ensure 
that physical access 
controls only allow 
authorised individuals 
access to ship-based 
facilities and/or areas that 
store, process and/or 
transmit critical information. 

Physical access to ship-
based facilities and/or 
areas that store, process 
and/or transmit critical 
information is authorised, 
and required for the 
individual’s job function. 
All physical authentication 
methods for terminated 
users are returned or 
deactivated. 
Physical authentication 
mechanisms identify and 
distinguish between 
authorised crew and 
visitors. 
A log is used to record 
physical access to ship-
based facilities and/or 
areas that store, process 
and/or transmit critical 
information. 

All ship-based access control 
mechanisms are protected from 
tampering or disabling. 
Operational procedures are 
defined for identifying and 
distinguishing between 
authorised crew and visitors. 
Visitors must be authorised 
before they are granted access 
to, and escorted at all times 
within ship-based facilities 
and/or areas that store, process 
and/or transmit critical 
information. Visitors will 
surrender their visitor badge 
upon departure or expiration. 

Physical authentication 
mechanisms are assigned to 
an individual account and not 
shared among multiple 
accounts. 
Physical access controls are 
defined to ensure only the 
intended account can use 
that mechanism to gain 
access. 

Access control mechanisms 
will monitor the entry/exit 
points to ship-based facilities 
and/or areas that store, 
process and/or transmit 
critical information. 
The identification process (i) 
distinguishes between 
authorised crew and visitors, 
(ii) considers changes to 
access requirements, (iii) 
revokes physical access to 
terminated crew and (iv) 
manages expired visitor 
identification. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

4 Securing 
Offices, Rooms 
& Facilities 

The Operator must ensure 
physical access to ship-
based networking (including 
wireless access points, 
gateways, handheld devices, 
networking/communications 
hardware and software), and 
communication (both 
hardware and software) 
infrastructure must be 
restricted. 

N/A Appropriate controls are in 
place to restrict logical access 
to physically accessible 
network jacks. 

Physical access to wireless 
access points, gateways, 
handheld devices, 
networking/communications 
hardware, and 
communication links is 
restricted. 

A log is used to record physical 
access to 
networking/communications 
hardware and communication 
links. 

5 Securing 
Delivery & 
Loading Areas 

The Operator must ensure 
delivery and loading areas 
are isolated from ship-based 
facilities that store, process 
and/or transmit critical data. 

Access to delivery and 
loading areas is restricted 
to authorised individuals. 

Delivery and loading areas are 
isolated from ship-based 
facilities that store, process 
and/or transmit critical data. 

Delivered items are protected 
from tampering, and if 
tampering is discovered (i) it 
is reported, and (ii) logged as 
a security incident.  
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

6 Securing 
Cables 

The Operator must ensure 
ship-based cables used to 
transmit data, or provide 
supporting services (i.e., 
power) are protected from 
interference and/or damage.  

Cables used to transmit 
data, or provide supporting 
services (i.e., power) are 
protected from 
interception, interference 
and/or damage. 

[No further requirements] [No further requirements] [No further requirements] 
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3.1.7 Domain 6: Security Awareness  
Sub-Domain Operational Controls 

Description 
Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

6: Security Awareness 

1 Awareness, 
Education & 
Training 

The Operator must 
ensure all employees 
(including 
contractors) undergo 
regular and relevant 
(as defined by their 
organizational roles 
and responsibilities) 
security awareness 
education and 
training.  

Employees (including 
contractors) undergo 
annual security awareness 
education and training. 

Employees (including 
contractors) undergo security 
awareness education and 
training (i) upon hire, and (ii) 
annually thereafter. 
Security awareness education 
and training is relevant to 
employee’s organizational roles 
and responsibilities. 
Employees (including 
contractors) can demonstrate 
they (i) have completed the 
security awareness training, 
and (ii) are aware of the 
importance of information 
security. 

The security awareness program 
provides awareness about (i) 
individual accountability and 
responsibility for protecting ship-
based facilities and/or areas that 
store, process and transmit 
critical/sensitive data, (ii) basic 
information security procedures 
(as defined by their roles and 
responsibilities), and (iii) resources 
for additional information and 
guidance. 

As part of Cyber Risk 
Management, the Operator 
should also provide appropriate 
training on risks related to data 
security to the personnel 
authorised to interact with 
computer-based systems 
covered by this 
recommendation.  
The security awareness training 
program (i) provides multiple 
methods of communicating 
awareness and educating 
personnel (including 
contractors), and (ii) requires 
personnel (including 
contractors) to annually 
acknowledge (either in writing 
or electronically) that they have 
read and understood the 
information security policy. 
Additional training and 
education will be provided to 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

personnel (including 
contractors) who move into new 
roles, with substantially 
different information security 
responsibilities. 

2 Security 
Breaches 

Individuals with 
specific security 
breach response 
responsibilities must 
be given appropriate 
security awareness 
education and 
training.  

Additional information 
security awareness, 
education and training is 
provided to individuals with 
specific security breach 
response responsibilities. 

The security awareness training 
and education program (i) 
incorporates lessons learnt 
from previous security incidents 
and (ii) includes a means of 
assessing the attendees’ level 
of understanding of information 
security at the course 
completion. 

[No further requirements] [No further requirements] 

3 3rd party 
suppliers 

Employees (including 
contractors) who 
manage supplier 
relationships must be 
given appropriate 
security awareness 
education and 
training. 

Security awareness 
education and training is 
provided to those 
employees (including 
contractors) interacting 
with suppliers. 

Policies and procedures to 
manage service providers who 
stores, processes and/or 
transmits critical data on behalf 
of the ship, or to the extent that 
the service provider could 
impact on the security of the 
ship-based facilities that store, 
process and/or transmit critical 
data are maintained and 
implemented. 

Security awareness education and 
training is provided to those 
employees (including contractors) 
interacting with suppliers and 
acquisitions. 

Security awareness education 
and training includes (i) supplier 
engagement procedures, and (ii) 
how the engagement is 
dependent on the level of 
supplier access to ship-based 
facilities and/or areas that 
store, process and/or transmit 
critical/sensitive data. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

Any agreements with those 
service providers mentioned 
above will include an 
acknowledgement that service 
providers are responsible for 
the security of critical data the 
service providers stores, 
processes and/or transmits on 
behalf of the ship, or to the 
extent that the service provider 
could impact on the security of 
the ship-based facilities that 
store, process and/or transmit 
critical data. 
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3.1.8 Domain 7: Detection and Response  
Sub-Domain Operational Controls 

Description 
Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

7: Detection and Response 

1 Coverage and 
depth of 
detection 
capability 
(Endpoint, 
Network and 
Behaviour) 

The Operator must 
ensure that monitoring 
is undertaken 
recording (i) all 
network/service/user 
activities, (ii) 
exceptions, (iii) faults 
and security events.  

Records are kept of events 
at (i) physical security 
boundaries, and (ii) logical 
network boundaries. 
Event log auditing tools 
and procedures are 
deployed. 

Record keeping procedures 
are updated to include 
alterations to physical 
security boundaries. 
Record keeping procedures 
are updated to include 
alterations to ship-based 
logical network boundaries. 
Records (both logical and 
physical) provide sufficient 
detail to detect security 
incidents. 
Monitoring logs provide 
sufficient detail to reliably 
detect security incidents that 
could affect operational 
services. 

All network boundaries (e.g., 
public/private, OT/IT, secure/non-
secure, etc.), are monitored, and 
this includes internal host-based 
monitoring. 
Any deployment of new systems 
includes an assessment of 
network monitoring processes and 
procedures. 
There is an agreed list of 
suspicious or undesirable network 
and/or operational behaviour, at (i) 
physical security boundaries, and 
(ii) logical network boundaries. 
Monitoring logs are regularly 
reviewed, such that user activity 
can be correlated with expected 
activity of operational services.  

Monitoring processes and 
procedures are updated to 
include alterations to (i) 
physical security boundaries, 
and (ii) ship-based logical 
network boundaries. 



  

 

 

  
 

37 Confidential 

Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

2 Analysis, 
investigation and 
discovery 

The Operator must 
ensure that all 
monitoring logs (i) are 
stored securely and 
regularly reviewed, (ii) 
have restricted access 
with read-only access 
controls, and (iii) that 
all access is 
monitored and logged. 

Logs of the monitoring 
processes and procedures 
will include (i) user 
identification, (ii) date, 
time, type, source & target, 
and (iii) success and 
failure. 

Periodic vulnerability scans, 
security audits are conducted. 
Monitoring processes and 
procedures are able 
reconstruct (i) all 
logical/physical access 
requests (including requests 
to access audit logs and 
invalid access requests), (ii) 
all administrative privilege 
activities, (iii) initializing, 
stopping and pausing 
monitoring activities, and (iv) 
system level object 
creation/deletion. 
The monitoring processes and 
procedures are configured to 
generate real-time alerts. 

In general, where the system has 
the capability for direct user 
interaction, appropriate 
authorisation and authentication 
along with diagnostics and logging 
should be in place.  
Monitoring processes and 
procedures are able to reconstruct 
usage and/or changes to 
authentication and authorisation 
processes, specifically (i) privilege 
elevation, (ii) administrative 
privilege modification and/or 
deletion. 
The monitoring processes and 
procedures generate alerts if the 
monitoring capability becomes 
unavailable.  

Time synchronization 
technologies are deployed 
across all networks, (i) time 
settings are received from 
industry recognized sources, 
(ii) all systems have the correct 
and consistent time, (iii) 
access to time data is 
restricted and logged, and (iv) 
access to time synchronization 
services is restricted and 
logged.  
The monitoring processes and 
procedures protects and 
prevents any modification to 
the monitoring logs, 
specifically (i) access to 
monitoring logs are restricted 
(to individuals with a job 
related need), (ii) access to 
monitoring logs is recorded, 
(iii) access privileges restrict 
access to read only, (iv) all 
monitoring logs (including 
those from external facing 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

components) are backed up to 
a secure and central storage 
and, (v) archived logs are 
protected with file integrity 
monitoring. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

3 Management of 
detection and 
response 
capability 

The Operator must 
ensure that any 
incident response 
actions (including the 
identification, 
collection and 
protection of any 
evidence of security 
incidents) follow 
defined and 
documented incident 
response policies and 
procedures. 

A response plan in case of 
breach, including 
measures for confining the 
breach to the minimum 
extension is developed. 
Roles and responsibilities 
should be defined for 
incident management. 
Development of a 
contingency plan should 
take all computer based 
systems on board in 
consideration. 
The incident management 
methodology (i) is a 
product of the risk 
management process, (ii) 
ensures those responsible 
for response are 
competent, and (iii) 
provides a clear chain of 
communication to 
facilitate effective decision 
making and contact to 
relevant parties. 

Cyber incident drill should be 
conducted annually. 
Logs and any elements 
related to cyber incidents 
should be preserved. 
The Contingency Plan should 
contain a set of 
predetermined instructions or 
procedures for crew to detect 
respond and limit 
consequences of cyber 
incidents in a timely manner. 
Monitoring data is used to 
create a baseline activity from 
which to identify 
suspicious/undesirable user, 
network and/or service 
activity. 
The organization ensures that 
all personnel (including 
contractors) are aware of their 
responsibilities to quickly 
report cyber security incidents 
(including suspected 
weaknesses in the cyber 

The Contingency Plan should 
include the following information 
as a minimum: 1) List of computer 
based systems covered by the 
Contingency Plan; 2) System 
configuration and descriptions for 
systems covered by the 
Contingency Plan; 3) Incident 
response plan; 4) Recovery plan; 5) 
Periodic testing plan; 6) 
Maintenance procedure for the 
Contingency Plan.  
The incident response plan should 
include the following information: 
1) System for response and 
breakpoints 2) Alarm indication or 
abnormal symptom caused by a 
cyber incident; 3) Failure 
consequence; 4) Effective 
response options which do not rely 
on either shut down or transfer to 
independent or local control, if any. 
5) Independent and local control 
should be capable of operating 
independently from the system 

The types and sources of 
monitoring data used to 
identify suspicious/undesirable 
user, network and/or service 
activity (i) is defined by the 
organization’s threat models, 
and (ii) is appropriate and 
effective. 
A periodic review of monitoring 
data (i) is conducted whenever 
the organization’s threat 
models are updated, (ii) results 
in an amended user, network 
and/or service baseline, and 
(iii) includes actions to 
investigate any irregularities 
found during the review. 
The incident management 
methodology takes into 
account (i) cyber security 
threat models, and (ii) cyber 
security risk management 
strategy. 
Testing of the incident 
response procedures 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

The incident management 
methodology has 
procedures for monitoring 
alerts from system 
components with security 
capabilities. 
The incident management 
methodology ensures 
incident response 
procedures are (i) tested 
every 12 months and/or 
when the threat models 
are updated, (ii) updated to 
include lessons learnt 
and/or in line with industry 
developments. 

security mechanisms). 
The incident management 
methodology provides 
procedures for (i) reporting 
and logging of cyber security 
incidents, (ii) responding 
to/and communicating about 
a cyber security incident, (iii) 
collecting and storing 
evidence from a cyber 
security incident, and (iv) 
recovery and learning from a 
cyber security incident. 

that failed due to the cyber 
incident  
The incident management 
methodology ensures (i) 
appropriate and competent 
individuals investigate the cyber 
security incident, (ii) only a single 
designated individual is 
responsible for managing the 
response to the cyber security 
incident, and (iii) rapid and 
effective communication is 
developed and maintained with 
relevant external bodies.   

incorporates cyber security 
incident scenarios developed 
from the organization’s threat 
models. 
The capability of the incident 
response processes and 
procedures are based on 
industry-accepted practice 
(e.g., NIST SP800-800-61, etc.,). 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

 4 Operational 
continuity and 
recovery 

  Service recovery plan and 
procedures are developed. 
Training of personnel on a 
cyber incident recovery 
plan is conducted. 
Operational continuity and 
recovery plans that have 
been tested for 
practicality, effectiveness 
and completeness.  
Suitable backups of all-
important data and 
information needed to 
recover critical systems 
are made, tested, 
documented and routinely 
reviewed. 
Comprehensive, automatic 
and tested technical and 
procedural backups are 
secured at centrally 
accessible or secondary 
sites to recover from an 
extreme event. 

Recovery plan drill should be 
conducted annually. 
Appropriate use is made of 
different test methods, e.g. 
manual failover, table-top 
exercises, or red-teaming. 
Operational security 
awareness (e.g., threat 
intelligence sources) are used 
to make temporary security 
changes in response to new 
threats. 
The replicated 
data/software/system will be 
provided with the same level 
of logical, physical, 
environmental and 
cryptographic protection as 
that provided to the original 
data/software/system. 

When developing recovery plans, it 
is important to specify the 
recovery objectives for various 
systems and subsystems involved, 
in terms of a Recovery Time 
Objective (RTO) or Recovery Point 
Objective (RPO). 
The response and recovery 
processes include additional 
procedures (i) for maintaining 
current operational cyber security 
controls during an adverse 
situation, and (ii) for deploying 
compensating cyber security 
controls when the current 
operational cyber security controls 
cannot be maintained.  
The selection of the backup 
location will mitigate against a 
similar adverse condition from 
impacting on the availability of the 
data/software/system being 
replicated. 

Operational continuity and 
recovery requirements are in 
line with the organizations 
threat models. 
Operational continuity and 
recovery requirements are 
updated (i) after being tested, 
(ii) in line with threat 
intelligence received, and/or 
(iii) when a new cyber security 
vulnerability is identified. 
Key roles are duplicated and 
operational delivery knowledge 
is shared with all individuals 
involved in the operations and 
recovery of essential services. 
Recovery procedures are based 
on the organization’s (i) 
business requirements, (ii) 
cyber security threat models, 
and (iii) a risk assessment of 
the data/software/system 
availability to the 
organization’s well-being. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) 
Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) 
Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

5 RCA and 
feedback/lessons 
learnt 

The Operator must 
ensure that after any 
incident/outage a root 
cause analysis (RCA) 
is undertaken, and 
lessons learnt are 
used to update the 
detect and respond 
procedures. 

A Root Cause Analysis 
(RCA) is undertaken and 
lessons learnt are applied 
to all future incidents and 
outages. 

Results of the RCA are used 
to update the detect and 
response procedures 
(including the cyber security 
threat models). 

[No further requirements] [No further requirements] 
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3.1.9 Domain 8: Assurance  
Sub-Domain Operational Controls 

Description 
Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

8: Assurance 

1 Penetration 
Testing 

The Operator must 
regularly use industry-
accepted penetration 
testing approaches 
(for example, NIST 
SP800-115), to ensure 
those ship-based 
facilities and/or 
assets that store, 
process and/or 
transmit 
critical/sensitive data 
are compliant with the 
shipyard's/vendor’s 
information security 
policies, standards 
and risk assessments. 

N/A Intra-system integration testing 
shall be done between system 
and sub-system software 
modules before being 
integrated on board.  
Regular penetration testing on 
network and application level 
systems within the environment 
is performed. 
All issues raised are promptly 
address by mitigation and risk 
treatment plans. 

Penetration testing is performed on 
any new critical components, 
upgrades or when significant 
changes to the environment have 
been implemented. 
All exploitable vulnerabilities were 
remediated and a re-test confirms 
the remediation was in place and 
effective. 

The documented penetration-
testing methodology (i) is based 
on industry-accepted practice 
(e.g., NIST SP800-115), (ii) 
covers the defined security 
perimeter, (iii) includes 
components that support 
network functions as well as 
operating systems (i.e., 
network-layer testing) as well as 
external application-layer 
penetration tests, (iv) validates 
any segmentation controls, (v) 
considers both threat 
intelligence received and any 
vulnerabilities identified during 
the previous 12 months, and (vi) 
details how the results of the 
testing and any remediation 
required is retained. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

2 Risk 
Management 

The Operator must 
maintain an updated 
risk register that 
evaluates risks and 
the actions taken in 
result of these 
evaluations. 

A risk assessment is 
undertaken annually 
and/or after any significant 
infrastructure or 
application upgrade. 
The risk assessment (i) 
identifies critical assets, 
and threats and 
vulnerabilities to those 
assets, (ii) provides a 
documented risk 
assessment and (iii) 
results in an updated risk 
register with a remediation 
plan to manage those 
risks. 
Significant conclusions 
reached in the course of 
the risk management 
process are communicated 
to key security decision-
makers and accountable 
individuals. 
Risk management 
decision-makers 
understand their 
responsibilities for making 

The vulnerability management 
is integrated into the risk 
assessment process. 
Reviews of the risk 
management process are 
performed in accordance with 
the risk management strategy. 
Processes and procedures 
ensure that critical security 
risks to networks and 
information systems are 
identified, analysed, prioritised, 
and managed. 

As part of the risk assessment, 
acceptability thresholds should be 
defined, taking into account the 
probability of occurrence of cyber 
incidents and the effects on safety 
and security that are likely to occur 
as a consequence thereof. 
Risk management decisions are 
periodically reviewed to ensure 
their continued relevance and 
validity. 
Risk assessments are informed by 
an understanding of the 
vulnerabilities in the networks and 
information systems supporting 
the ship and operating 
environment. 

Following factors are also to be 
considered during risk 
evaluation: 1) The possible 
impact of unauthorised access, 
misuse, modification, 
destruction or improper 
disclosure of the information 
managed in each network 
onboard. 2) The possible 
impact of degradation of data 
flow or complete loss of 
connection among network 
nodes. 3) Factors related to the 
ship as a whole, like type of 
service and navigation, overall 
level of digitalization on board, 
extension and interconnection 
of different networks, etc.  
Risk management decision-
making is delegated and 
escalated where necessary, 
across the organisation, to 
people who have the skills, 
knowledge, tools, and authority 
they need. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

effective and timely 
decisions in the context of 
the current organizational 
risk appetite. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

3 Vulnerability 
Management 

The Operator must 
establish a process (i) 
for the timely 
identification of new 
security 
vulnerabilities, (ii) to 
assess the risk posed 
by such vulnerabilities 
(and if necessary, 
update the 
organization’s cyber 
security threat 
models), and (iii) for 
the development of 
appropriate controls 
to mitigate against 
those risks. 

The vulnerability 
management process 
maintains a record of all (i) 
identified vulnerabilities, 
(ii) actions taken to 
remediate those 
vulnerabilities, and (iii) in 
cases where remediation is 
not possible, 
compensating controls 
used to reduce the risks 
associated with the 
vulnerability. 
The vulnerability 
management process has 
a defined a reaction time to 
received vulnerability 
notifications. 
The continual 
effectiveness of the 
vulnerability management 
process is monitored. 
The vulnerability 
management process 
communicates information 
on identified security 

The vulnerability management 
process includes specific 
vulnerability management 
responsibilities: (i) the timely 
identification of new security 
vulnerabilities, (ii) assessing the 
risk posed by such 
vulnerabilities, and (iii) 
developing appropriate controls 
to mitigate against those risks. 
The vulnerability management 
process uses a risk-based 
approach to derive a timeline 
for remediation.   
Where remote maintenance is 
used, access monitoring and 
control must be reinforced.  
An understanding of the 
exposure of all systems in the 
vessel’s environment to 
publicly-known vulnerabilities is 
maintained and communicated 
to all relevant personnel. 

Software Assurance is an ongoing 
process and goes beyond 
development, installation and 
testing as per relevant 
Classifications rules and 
standards. The software should be 
maintained during a ship life cycle 
and requires a systematic 
approach.  
The Ship Operator should record 
each software maintenance activity 
performed on computer-based 
system in the on board software 
log and link it to the associated 
electronic service report provided 
by the Service Provider. Such 
recordings may be made available 
on request by the Service Provider 
in support of future software 
maintenance.  
The process of software rollback 
recovery should be made available 
prior to any software 
maintenances. The process should 
consider the implications and any 
associated risks that could result 
from the rollback and identify 

Initiation of software 
maintenance can be made by 
the data provider, the producers 
or the ship Owner. The initiator 
has the responsibility to inform 
other stakeholders when the 
maintenance event starts and 
the type of maintenance. 
The software maintenance shall 
be properly planned before it is 
executed in order to optimize its 
arrangements and to achieve 
the best possible outcome. 
Close communication between 
all relevant stakeholders shall 
be ensured.  
Following maintenance, the 
Ship Operator should ensure 
that crew familiarization with 
the upgraded system is carried 
out.  
Announced vulnerabilities for all 
software packages, network 
equipment and operating 
systems used to support the 
vessel’s operations are tracked, 
prioritized and mitigated (e.g., 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

vulnerabilities to the 
incident response team. 

appropriate testing performed post 
roll back. 
Regular testing is used to support 
understanding of the vulnerabilities 
of the networks and information 
systems that support the vessel’s 
operations and this understanding 
is verified with third-party testing. 
Any updates/patches/changes to 
system components are tested to 
provide assurance that they do not 
introduce new vulnerabilities. 

by patching) promptly. 
Appropriate and relevant 
external sources of technical 
vulnerability information are 
used (i) to support the vessel’s 
vulnerability management 
program, and (ii) update the 
cyber security threat models. 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

4 Change & 
Crises 
Management 

Change control is key 
for all operational 
systems to ensure 
that a known and 
agreed state of 
security is 
maintained. 

Crisis management 
must include cyber 
events and clearly 
rehearsed processes 
on actions and steps 
to take. 

The documented change 
management methodology 
(i) identifies when changes 
are planned or proposed, 
(ii) includes testing before 
implementation in live 
environments, (iii) 
identifies impacts from 
implementing tested 
changes, (iv) includes 
obtaining formal approval 
upon review, (v) verifies 
that changes meet security 
requirements, (vi) details 
how changes are 
communicated to 
personnel, and (vii) 
includes measures for 
changes that are not 
successful. 

Assurance testing of crisis 
management is performed in-
line with incident response 
procedures and business 
continuity management. 

[No further requirements] [No further requirements] 
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Sub-Domain Operational Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 
(including Level 1 Outcomes) 

Level 3 (Accomplished) Outcomes 
(including Level 2 Outcomes) 

Level 4 (Optimised) Outcomes 
(including Level 3 Outcomes) 

5 Third Party 
Management 

The Operator must 
ensure that all of the 
ship-based 
facilities/areas that 
store, process, 
transmit critical data, 
when accessed by 
third party service 
provides is adequately 
protected from loss of 
confidentially, 
integrity and/or 
availability. 

N/A The third-party management 
methodology (i) ensures third 
parties meet security 
requirements, and (ii) validates 
any necessary compliance of 
third parties through 
documentation. 

The third-party management 
methodology (i) incorporates the 
risk management methodology, 
and (ii) provides ongoing evaluation 
of service levels. 

[No further requirements] 
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4 Appendix B: Mapping to Industry Standards 

Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

1: Asset & Data Management 

1.1: Identification of critical 
assets 
1.2: Asset & Data Inventory 
& Ownership 
1.3: Asset & Data 
Classification 
1.4: Asset & Data Labelling 
& Handling 
1.5: Asset & Data Removal 
& Security 
1.6: Asset & Data 
Maintenance & Protection 

Section 8.1: Responsibility for 
assets  
Section 8.2: Information 
classification 
Section 11.1: Secure areas 
Section 11.2: Equipment  

CA-7: Continuous Monitoring 
CM-8: Information System Component 
Inventory 
IA-3: Device Identification and 
Authentication 
SA-4: Acquisition Process 
SI-4: Information System Monitoring 
PM-5: Information System Inventory 

I1: Information that flows among 
the operation technology (OT) 
systems installed on board and 
between OT systems and other 
systems, should be identified.  

I2: Interdependencies across critical 
systems and risks that can affect 
safety of vessel, human safety and 
environment when such systems 
are compromised should be 
identified. 

SR 3.4: Software and information integrity 
SR 3.4 RE 1: Automated notification about integrity 
violations 
SR 7.8: Control system component inventory 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

2: Authentication & Authorisation 

2.1: User Access 
2.2: Privileged Access 
Rights 
2.3: Identification 
Management 
2.4: Role-based Access 
Management 
2.5: Remote User Access 
2.6: 3rd party access 
2.7: Secure Log-On 
Procedures 
2.8: Change Management 

Section 9.1: Business 
requirements of access control  
Section 9.2: User access 
management 
Section 9.3: User 
responsibilities 
Section 9.4: System and 
application access control 
Section 12.1: Operational 
procedures and 
responsibilities  
Section 14.2: Security in 
development and support 
processes 
Section 16.1: Management of 
information security incidents 
and improvements 
 

AC-1: Access Control Policy and 
Procedures 
AC-2: Account Management 
AC-3: Access Enforcement 
AC-4: Information Flow Enforcement 
AC-6: Least Privilege 
AC-7: Unsuccessful Logon Attempts 
AC-11: Session Lock 
AC-12: Session Termination 
AC-17: Remote Access 
AC-18: Wireless Access 
AC-19: Access Control for Mobile 
Devices 
AC-24: Access Control Decisions 
IA-2: Identification and 
Authentication (Organizational 
Users) 
IA-3: Device Identification and 
Authentication 
IA-4: Identifier Management 
IA-5: Authenticator Management 
SC-17: Public Key Infrastructure 
Certificates 
CM-10: Software Usage Restrictions 
CM-11: User-Installed Software 

I1: Information that 
flows among the 
operation technology 
(OT) systems installed 
on board and between 
OT systems and other 
systems, should be 
identified.  

I2: Interdependencies 
across critical 
systems and risks 
that can affect safety 
of vessel, human 
safety and 
environment when 
such systems are 
compromised should 
be identified. 

SR 1.1: Human user identification and authentication 
SR 1.1 RE 1: Unique identification and authentication 
SR 1.1 RE 2: Multifactor authentication for untrusted networks 
SR 1.1 RE 3: Multifactor authentication for all networks 
SR 1.2: Software process and device identification and authentication 
SR 1.2 RE 1: Unique identification and authentication 
SR 1.3 Account management  
SR 1.4 Identifier management 
SR 1.5 Authenticator management 
SR 1.6: Wireless access management 
SR 1.6 RE 1: Unique identification and authentication 
SR 1.7: Strength of password-based authentication 
SR 1.7 RE 1: Password generation and lifetime restrictions for human users 
SR 1.7 RE 2: Password lifetime restrictions for all users 
SR 1.8 Public key infrastructure (PKI) certificates 
SR 1.9 Strength of public key authentication 
SR 1.10: Authenticator feedback 
SR 1.11: Unsuccessful login attempts 
SR 1.13: Access via untrusted networks 
SR 1.13 RE 1: Explicit access request approval 
SR 2.1: Authorisation enforcement 
SR 2.1 RE 1: Authorisation enforcement for all users 
SR 2.1 RE 2: Permission mapping to roles 
SR 2.1 RE 4: Dual approval 
SR 2.6: Remote session termination 
SR 5.2 Zone boundary protection 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

3: Secure Networks & Systems 

3.1: Secure architecture  
3.2: Network Perimeter 
Security 
3.3: Network Segregation 
3.4: Remote Access 
(from locations not 
onboard the ship) 
3.5: Secure Configuration 
and Patching 
3.6: Cryptographic 
Security 

Section 9.1: Access to 
networks and network services  
Section 10: Cryptography 
Section 11.1: Secure areas 
Section 11.2: Equipment 
Section 12.1: Documented 
operating procedures 
Section 12.4: Logging and 
monitoring 
Section 12.6: Technical 
vulnerability management 
Section 13: Communications 
security 
Section 14.2: Secure system 
engineering principles 
Section 16.1: Management of 
information security incidents 
and improvements 

AC-4: Information Flow Enforcement 
AC-17: Remote Access 
AC-20: Use of External Information 
Systems 
CA-3: System Interconnections 
CA-7: Continuous Monitoring 
CA-9: Internal System Connections 
CM-2: Baseline Configuration 
CM-3: Configuration Change Control 
CM-5: Access Restrictions for Change 
CM-6: Configuration Settings 
CM-7: Least Functionality 
CM-8: Information System Component 
Inventory 
CM-9: Configuration Management 
Plan 
CM-11: User-Installed Software 
SA-9: External Information System 
Services 
MA-4: Nonlocal Maintenance 
SC-7: Boundary Protection 
SC-8: Transmission Confidentiality 
and Integrity 
SC-20: Secure Name /Address 

P1: IT and OT systems 
should be designed to 
support secure 
configuration, secure 
integration and secure 
software 
maintenance.  

P2: Interoperability of 
OT systems should be 
limited to identified 
critical functions.  

P3: OT and IT network 
infrastructure should 
be segmented by 
division into network 
zones.  

P4: Both physical and 
Logical access to OT 
systems should be 
restricted.  

P5: The possibility of 
disruption to OT 

SR 1.8: Public key infrastructure (PKI) certificates 
SR 1.9: Strength of public key authentication 
SR 1.9 RE 1: Hardware security for public key authentication 
SR 2.2: Wireless use control 
SR 2.2 RE 1: Identify and report unauthorised wireless devices 
SR 2.3: Use control for portable and mobile devices 
SR 2.3 RE 1: Enforcement of security status of portable and mobile devices 
SR 2.4: Mobile code 
SR 2.4 RE 1: Mobile code integrity check 
SR 2.5: Session lock 
SR 2.6: Remote session termination 
SR 2.7: Concurrent session control 
SR 3.1: Communication integrity 
SR 3.1 RE 1: Cryptographic integrity protection 
SR 3.2: Malicious code protection 
SR 3.2 RE 1: Malicious code protection on entry and exit points 
SR 3.2 RE 2: Central management and reporting for malicious code 
protection 
SR 3.5: Input validation 
SR 3.8: Session integrity 
SR 3.8 RE 1: Invalidation of session IDs after session termination 
SR 3.8 RE 2: Unique session ID generation 
SR 3.8 RE 3: Randomness of session IDs 
SR 3.9: Protection of audit information 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

Resolution Service (Authoritative 
Source) 
SC-21: Secure Name /Address 
Resolution Service (Recursive or 
Caching Resolver) 
SC-22: Architecture and Provisioning 
for Name/Address Resolution Service 
SC-24: Fail in Known State 
SC-41: Port and I/O Device Access 
SI-4: Information System Monitoring 

system which affect 
the availability of 
safety critical 
functions should be 
minimized. 

SR 3.9 RE 1: Audit records on write-once media 
SR 4.1: Information confidentiality 
SR 4.1 RE 1: Protection of confidentiality at rest or in transit via untrusted 
networks 
SR 4.1 RE 2: Protection of confidentiality across zone boundaries 
SR 4.2: Information persistence 
SR 4.2 RE 1: Purging of shared memory resources 
SR 4.3: Use of cryptography 
SR 5.1: Network segmentation 
SR 5.1 RE 1: Physical network segmentation 
SR 5.1 RE 2: Independence from non-control system networks 
SR 5.1 RE 3: Logical and physical isolation of critical networks 
SR 5.2: Zone boundary protection 
SR 5.2 RE 1: Deny by default, allow by exception 
SR 5.2 RE 2: Island mode 
SR 5.2 RE 3: Fail close 
SR 5.3: General purpose person-to-person communication restrictions 
SR 5.4: Application partitioning 
SR 7.1: Denial of service protection 
SR 7.1 RE 1: Manage communication loads 
SR 7.1 RE 2: Limit DoS effects to other systems or networks 
SR 7.2: Resource management 
SR 7.6: Network and security configuration settings 
SR 7.6 RE 1: Machine-readable reporting of current security settings 
SR 7.7: Least functionality 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

4: Security Policy 

4.1: Cyber Security 
Policies 

4.2: Asset & Data Usage 

4.3: Security Policy 
Reviews  

Section 5: Information Security 
Polices 

Section 8.1.3: Acceptable use 
of assets 

No direct mapping No direct mapping No direct mapping 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

5: Physical & Environmental Security 

 5.1: Physical Security 
Parameters 

5.2: Physical Entry 
Controls 

5.3: Securing Offices, 
Rooms and Facilities 

Section 11: Physical and 
Environmental Security 

Section 11.1.1: Physical 
security perimeter 

Section 11.1.2:   Physical entry 
controls 

Section 11.1.3: Securing 
offices, rooms and facilities  

No direct mapping P4: Both physical and Logical 
access to OT systems should be 
restricted. 

No direct mapping 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

6: Information Security Awareness 

6.1: Awareness, 
Education and Training 

Section 7.2.2: Information 
security awareness, education 
and training 
Section 6.2: Mobile devices 
and teleworking 
Section 12.2: Protection from 
malware 
Section 15: Supplier relations 
Section 16.1.6: Learning from 
information security incidents 

AT-1: Security Awareness and 
Training Policy and Procedures 
AT-2: Security Awareness Training 
AT-3: Role-Based Security Training 
AT-4: Security Training Records 
IR-2: Incident Response Training 
SA-11: Developer Security Testing and 
Evaluation 
SA-16: Developer-Provided Training 
PM-13: Information Security 
Workforce 
PM-14: Testing, Training, & Monitoring 
PM-16: Threat Awareness Program 

No direct mapping No direct mapping 

  



  

 

 

  
 

57 Confidential 

Sub-Domain 
ISO27002 
Mapping 

NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

7: Detect & Respond 

7.1: Coverage and 
Depth of Detection 
Capability (Endpoint, 
Network and 
Behaviour) 
7.2: Analysis, 
Investigation and 
Discovery 
7.3: Management of 
Detection Capability 
7.4: Incident 
Management 
Planning 
7.5: Response 
Capability 
7.6: Testing and 
Exercising 
7.8: Business 
Continuity 
7.9: Data Recovery 
7.10: Root Cause 
Analysis and Lessons 
Learnt  

Section 12.3: 
Backups 
Section 12.4: 
Logging and 
monitoring 
Section 16: 
Information 
security incident 
management 
Section 17: 
Information 
security aspects 
of business 
continuity 
management 

AU-2: Audit Events 
AU-3: Content of Audit Records 
AU-4: Audit Storage Capacity 
AU-5: Response to Audit Processing Failures 
AU-6: Audit Review, Analysis, and Reporting 
AU-7: Audit Reduction and Report Generation 
AU-8: Time Stamps 
AU-9: Protection of Audit Information 
AU-10: Non-repudiation 
AU-11: Audit Record Retention 
AU-12: Audit Generation 
AU-13: Monitoring for Information Disclosure 
AU-14: Session Audit 
CA-7: Continuous Monitoring 
CP-9: Information System Backup 
CP-10: Information System Recovery and Reconstitution 
IR-1: Incident Response Policy and Procedures 
IR-2: Incident Response Training 
IR-3: Incident Response Testing 
IR-4: Incident Handling 
IR-5: Incident Monitoring 
IR-6: Incident Reporting 
IR-7: Incident Response Assistance 
IR-8: Incident Response Plan 
IR-10: Integrated Information Security Analysis Team 
SI-4: Information System Monitoring  

D1: Means for the monitoring of 
normal operations of OT 
systems should be provided, 
based on continuous and/or on-
demand self-diagnostics and 
connection quality and/or 
network performance 
monitoring tools should be 
available at least on networks 
connecting OT systems of 
Category II and III and on 
networks connecting IT 
systems to OT systems of 
Category II and III. 
R1: Impact of cyber incidents 
should be contained to the 
network zone of origin.  
 R2: Minimize by isolating the 
extension of possible disruption 
to OT system which affects the 
availability of safety critical 
functions. 
RC1: Equipment should be 
designed to support back-up 
and restoration of OT systems 
to restore the ship to a safe 
condition in a timely manner. 

SR 2.8: Auditable events 
SR 2.8 RE 1: Centrally managed, system-wide audit trail 
SR 2.9:  Audit storage capacity 
SR 2.9 RE 1: Warn when audit record storage capacity threshold 
reached 
SR 2.10: Response to audit processing failures 
SR 2.11: Timestamps 
SR 2.11 RE 1: Internal time synchronization 
SR 2.11 RE 2: Protection of time source integrity 
SR 2.12: Non-repudiation 
SR 2.12 RE 1: Non-repudiation for all users 
SR 3.3: Security functionality verification 
SR 3.3 RE 1: Automated mechanisms for security functionality 
verification 
SR 3.3 RE 2: Security functionality verification during normal 
operation 
SR 5.1: Network segmentation 
SR 5.1 RE 1: Physical network segmentation 
SR 5.1 RE 2: Independence from non-control system networks 
SR 5.1 RE 3: Logical and physical isolation of critical networks 
SR 6.1: Audit log accessibility 
SR 6.1 RE 1: Programmatic access to audit logs 
SR 6.2: Continuous monitoring 
SR 7.3: Control system backup 
SR 7.3 RE 1: Backup verification 
SR 7.3 RE 2: Backup automation 
SR 7.4: Control system recovery and reconstitution 



  

 

 

  
 

58 Confidential 

Sub-Domain 
ISO27002 
Mapping 

NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

8: Assurance 

8.1: Penetration 
Testing 
8.2: Risk Management 
8.3: Vulnerability 
Management 
8.4: Vulnerability 
Testing 
8.5: Change 
Management 
8.6: Crisis 
Management 
8.7: 3rd Party 
Management  

Section 12.1.2: Change 
management 
Section 12.6: Technical 
vulnerability management 
Section 15: Supplier relations 
Section 18.2.3: Technical 
compliance review 

CA-2: Security Assessments 
CA-5: Plan of Action and Milestones 
CA-6: Security Authorization 
CA-8: Penetration Testing 
RA-6: Technical Surveillance 
Countermeasures Survey 
SI-6: Security Function Verification 
PM-6: Information Security Measures 
of Performance 
PM-14: Testing, Training, & Monitoring 

No direct mapping SR 3.3: Security functionality verification 
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5 Revision History 

Version Issue Date Issued by Comments 

2.0 27 October 2020 LR/Nettitude Final version for external publishing 
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