
ShipRight 
 

 

 
 
 
 
 
 
 
 
 
 
 

Digital Compliance 
 
 
 
 
 
 
 
 
 
 
 

Overview and Guidance for ShipRight Cyber 
Security Procedures 

 
 
 
 

October 2020 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 0 

 

 

  

Overview and Guidance 
for ShipRight Cyber 
Security Procedures 

This document is a guidance document supporting the LR 
Cyber Security ShipRight procedures. 

There are two procedures which are referenced in this 
overview which cover both the design and build requirements, 
as well as the operational requirements, of securing the safety 
of a vessel against cyber-attacks. 

 
Prepared for: Lloyds Register 
 
Release Date: October 2020 
Version: 2.0 

 

Confidential 



  

1 Confidential  

 

 

Report Contents 

1 Executive Summary........................................................................................................................... 2 

1.1 What are the LR Cyber Security ShipRight Procedures? ..........................................................................................2 

1.2 Background .........................................................................................................................................................................2 

1.3 Why have we updated the LR Cyber Security ShipRight? ........................................................................................3 

1.4 Key Objectives ....................................................................................................................................................................4 

2 What are the LR Cyber Security ShipRight Procedures? .......................................................................... 5 

2.1 LR Cyber Security ShipRight Procedures & Descriptive Note (DN)........................................................................5 

2.2 Purpose ................................................................................................................................................................................6 

2.3 Benefits of a Cyber Security ShipRight Descriptive Note.........................................................................................6 

2.4 Approach Taken .................................................................................................................................................................7 

2.5 Regulations and Industry Recommendations.............................................................................................................7 

2.6 Outcome Based Assessments........................................................................................................................................8 

2.7 Domains ...............................................................................................................................................................................8 

3 Conducting a ShipRight Assessment ..................................................................................................10 

3.1 What do I need to know? ............................................................................................................................................... 10 

3.2 Scope ................................................................................................................................................................................. 10 

3.3 Designed Capability vs Maturity.................................................................................................................................. 12 

3.4 Designed Capability Levels........................................................................................................................................... 13 

3.5 Assessment Periods and Recertifications................................................................................................................ 18 

3.6 Measuring Outcomes..................................................................................................................................................... 20 

3.7 Descriptive Notes Examples......................................................................................................................................... 22 

3.8 Sampling Procedures..................................................................................................................................................... 27 

4 Assessment Methodology & Approach ................................................................................................28 

4.1 Overall Approach ............................................................................................................................................................. 28 

4.2 Phase 1: Project Planning ............................................................................................................................................. 28 

4.3 Phase 2: Initial Assessment ......................................................................................................................................... 30 

4.4 Phase 3: Remediation .................................................................................................................................................... 32 

4.5 Phase 4: Final Assessment .......................................................................................................................................... 32 

4.6 Key Deliverables .............................................................................................................................................................. 33 

6 Appendix A: Designed Capability Level Mapping to Industry Standards....................................................35 

7 Appendix B: Maturity Level Mapping to Industry Standards....................................................................44 

8 Appendix C: IACS Mappings ..............................................................................................................53 

9 Revision History...............................................................................................................................55 



  

 

    

 

  
 

2 
Confidential 

1 Executive Summary 

1.1 What are the LR Cyber Security ShipRight Procedures? 
The LR Cyber Security ShipRight Procedures are a set of requirements that, together with the LR 
Cyber Security Framework (LR CSF), are used to evaluate the approach and capabilities of marine 
and offshore organisations.  

 

Figure 1 – The LR CSF and the LR Cyber Security ShipRight Procedures 

The LR CSF provides an overarching strategic approach to meeting cyber resiliency objectives 
whilst the LR Cyber Security ShipRight Procedures detail the controls that need to be evidenced in 
order to meet Class Descriptive Note (DN) requirements. 

These requirements and the linked controls will enable objectives, cyber risk appetite, designed 
capability levels and operational maturity levels to be defined against a baseline. Assessment of 
these requirements will lead to the issue of a Cyber Security Descriptive Note (DN).   

 

1.2 Background 
LR Cyber Security ShipRight Procedures have been adapted to be delivered under the following 
documents:  

• LR Cyber Security ShipRight: Overview and Guidance (This document); 
• LR Cyber Security ShipRight (Design & Build) Procedures; 
• LR Cyber Security ShipRight (Operational) Procedures. 
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This document is a guidance document that should be read alongside the two procedures in order 
to understand how to both apply and use them in preparation for assessment. 

This document covers the following: 

• Chapter 2: What are the LR Cyber Security ShipRight Procedures? 
• Chapter 3: Conducting a Cyber Security ShipRight Assessment 
• Chapter 4: Assessment Methodology & Approach 

And then in the Appendixes: 

• Appendix A: Capability Level Mapping to Industry Standards 
• Appendix B: Maturity Level Mapping to Industry Standards 
• Appendix C: IACS Mappings 

1.3 Why have we updated the LR Cyber Security ShipRight? 
The Lloyds Register Cyber Security ShipRight Procedures for ships systems have been updated 
from the previous version (released in September 2019). They have been adapted to include the 
following improvements: 

1. Splitting out of controls needed for new builds vs operational requirements. The audiences 
for each of these are different and the areas of responsibility and influence are also distinct; 

2. Creation of new domains to better reflect the responsibilities shipyards and integrators 
have over new builds needs. Domains developed in light of this for design, configuration 
and technology decisions rather than the day to day management and operation of cyber 
security systems and processes; 

3. Updating of the scope to include, by default, the areas highlighted by the IMO Resolution 
MSC 428(98)1. To ensure that all common critical systems are included at the outset with 
the option to add in additional critical systems based on specific vessel needs (i.e. 
Specialised sub sector equipment, autonomous systems, etc); 

4. Basing of the procedures on outcomes rather than highly specific controls. In order to 
provide greater flexibility in ‘how’ an outcome can be achieved , the procedures have been 
written to detail an outcome that should be evidenced rather that prescribing specially how 
that outcome should be achieved; 

Guidance is given for each outcome against many industry standards and a mapping table 
in Appendix B is provided to show the types of controls that can help in meeting the 

                                              
1 http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Pages/Cyber -security.aspx 
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outcomes stated. This is designed carefully to give flexibility within environments that are 
often hard to change or adapt quickly; 

5. Issuing of descriptive notes per vessel, not per system. A descriptive note is optional but 
will be issued to the vessel. Each of the systems covered will be shown on an accompanying 
Factual Statement referred to in the descriptive note; 

6. Application of capability levels to the design of a vessel as well as maturity levels to the 
way in which these systems are then operated. Both designed capability levels and maturity 
levels will have the following designation; Level 1 (Established), Level 2 (Enhanced), Level 3 
(Accomplished), and finally Level 4 (Optimised).  Each of the levels give an indication of the 
effectiveness of the security controls that are in-place; with Level 1 the lowest, and Level 4 
the highest. During the Design & Build phase the overall designed capability level for the 
vessel (the minimum covered by all the systems examined) will demonstrate the potential 
operational state that could be achieved on the vessel.  The maturity level is then used to 
show the actual level at which these systems are then operated;  

7. Updates to include the latest IACS Recommendation on Cyber Resilience2. The latest IACS 
recommendations for new builds (released May 2020) have been incorporated into the 
Level 3 (Accomplished) and Level 4 (Optimised) designed capability and maturity level 
controls. 

 

1.4 Key Objectives 
The main objectives in creating this updated version of the LR Cyber Security ShipRight Procedures 
were: 

✓ To ensure that technical designs and architecture proposals for new builds and refits 
consider cyber security requirements at an early stage; 

✓ To address the real risks relating to cyber and increasing connectivity; 

✓ To allow assessments to be evidence based demonstrating outcomes that are reached; 

✓ To be as pragmatic as possible for end clients working on upgrades or refits in legacy 
environments which include equipment that is built to last for decades within remote 
environments;  

✓ Include an audit process aligned to ISO 19011 that is based around passive audit 
techniques. 

                                              
2 http://www.iacs.org.uk/news/iacs-launches-single-standalone-recommendation-on-cyber-resilience/ 
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2 What are the LR Cyber Security ShipRight 
Procedures? 

2.1 LR Cyber Security ShipRight Procedures & Descriptive Note (DN) 
LR and Nettitude have released this updated version of the LR Cyber Security ShipRight 
Procedures. The version has been split into two documents, aligned to those ships under 
construction or refit, and those in operational use. The diagram below gives a summary of the 
purpose and scope of each: 

 

Figure 2 – Overview of the LR Cyber Security ShipRight Procedures 
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2.2 Purpose 
The Cyber Security ShipRight Descriptive Note is issued for a specific ship and the assessment is 
carried out for defined systems on board vessels. If a fleet consists of several “sister” vessels it 
may be possible through sampling methods to extend the descriptive note to all sister vessels See 
sampling approach in Section 3.8 (Sampling Procedures). 

Generally, these assessments will encompass a wide range of technology but will also touch on 
people and process requirements. Often this will be the owner as they will centrally manage many 
of the controls. 

The Cyber Security ShipRight procedures are designed and built with the following in mind: 

✓ Focused on all aspects of IT and OT onboard a vessel as defined by key domain areas; 

✓ Designed to meet all regulations and industry guidance as they are formally released (e.g. 
IMO cyber resolution, ISM Code DOC Audits); 

✓ Linked to industry standards, IACS Recommendations and the LR Cyber Security 
Framework (CSF); 

✓ Focused on specific components; 

✓ Extended to people, process and technology; 

✓ Based on four levels of designed capability and operational implementation. 

 
2.3 Benefits of a Cyber Security ShipRight Descriptive Note 
The main benefits of a cyber descriptive note are: 

1. Established demonstrable good practice around cyber resiliency;  

2. Contribute towards the demonstration of the management of cyber risk within ISM 
Code/DOC Audits (IMO resolution); 

3. Sets expected standards for vendors and system integrators for cyber within new builds, 
refits and upgrades; 

4. Moves towards formal identification within Class that cyber security controls are being 
managed. 
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2.4 Approach Taken 
It recognised that when applying cyber security controls to the marine sector that sector specific 
needs must be taken into consideration. These include: 

1. The reliance on physical security to protect key OT systems; 

2. The isolated nature of many of these systems from an IT network perspective; 

3. Limited remote access capabilities (both from the ships IT network and from shore-based 
operations); 

4. The multiple failsafe, backup and alternative methods for validating and acting on 
information being presented; 

5. 24x7 crew presence and availability during operational sailing; 

6. The very tight timescales, plans and competing assurance activities required on a vessel 
during construction, especially during the latter phases. 

It is essential that robust project management is in place for these assessments and that the right 
people, information and systems are clearly agreed in advance to ensure a successful engagement.  

 

2.5 Regulations and Industry Recommendations 
The Cyber Security ShipRight procedures focus on ship-based assets and cover technology, 
process and people aspects of cyber security. These are not just restricted to onboard systems 
but can include cloud-based applications and services. 

Each domain sets out a set of outcomes that can be used to measure what good practice looks 
like and references the following industry standards: 

• NIST Cyber Security Framework (CSF)  

• NIST 800-53 control set (including NIST 800-82 ICS overlays)  

• IEC 62443 (mostly related to part 3)  

• ISO 27001 Annex A and ISO 27002  

• IACS Recommendation on Cyber Resilience 
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2.6 Outcome Based Assessments 
The Cyber Security ShipRight domains link to wider security frameworks that may be adopted at 
the corporate or enterprise level within an organisation, not just on-board vessels. LR/Nettitude 
have built a marine embedded framework (the LR Cyber Security Framework (CSF)) that is suitably 
holistic for organisations to use, but can also measures outcomes.  

The Cyber Security ShipRight is directly linked to this which in turn maps to industry standards 
such as NIST CSF, IACS Recommendations and ISO 27001/2. Appendix A gives a mapping table 
for use when comparing these standards. This can also be used to source guidance from these 
industry standards on how the controls within the Cyber Security ShipRight can be met. 

 

2.7 Domains 
Cyber Security is a complex, emerging and developing risk area for connected ships and ships 
systems. To provide clarity, Lloyd’s Register and Nettitude have established a set of cyber security 
risk areas (hereafter referred to as domains) that are considered in the Cyber Security ShipRight 
procedures when assessing cyber security designed capability for both new builds and in class 
vessels. 

New Builds: 

The following five domains have been created within the Cyber Security ShipRight (Design & Build) 
procedures: 

 

Figure 3 – Domain descriptors for LR Cyber Security ShipRight (Design & Build) Procedures 

1: Asset Management

• Identification of critical 
assets

• Asset & Data Inventory 
& Ownership

• Asset & Data 
Classification

• Asset & Data Labelling 
& Handling

• Asset & Data Removal & 
Security

• Asset & Data 
Maintenance & 
Protection

2: Authentication & 
Authorisation

• User Access
• Privileged Access 

Rights
• Identification 

Management
• Role-based Access 

Management
• Remote User Access
• 3rd party access
• Secure Log-On 

Procedures
• Change Management

3: Secure Networks & 
Systems

• Secure architecture 
• Network Perimeter 

Security
• Network Segregation
• Remote Access (from 

locations not onboard 
the ship)

• Secure Configuration 
and Patching

• Cryptographic Security
• Physical security 

perimeters
• Physical Entry Controls
• Securing Offices, 

Rooms & Facilities
• Securing Cables
• Monitoring & Logging 
• Use of mobile devices 

and removable media

4: Risk Management & 
Assurance

• Penetration Testing
• Risk Management
• Vulnerability 

Management
• Security Polices & 

Reviews
• Third Party 

Management
• Incident Response and 

System Recovery

5: Handover & Delivery

• System Handover From 
Vendor

• Security Configuration 
Documentation & 
Settings

• BAU System 
Management Guide
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Operational: 

The following eight domains have been created within the Cyber Security ShipRight (Operational) 
procedures: 

 

 

Figure 4 – Domain descriptors for LR Cyber Security ShipRight (Operational) Procedures 

  

1: Asset Management

• Identification of 
critical assets

•Asset & Data 
Inventory & 
Ownership

•Asset & Data 
Classification

•Asset & Data 
Labelling & Handling

•Asset & Data 
Removal & Security

•Asset & Data 
Maintenance & 
Protection

2: Authentication & 
Authorisation

•User Access
•Privileged Access 
Rights

• Identification 
Management

•Role-based Access 
Management

•Remote User Access
•3rd party access
•Secure Log-On 
Procedures

•Change 
Management

3: Secure Networks & 
Systems

•Secure architecture 
•Network Perimeter 
Security

•Network Segregation
•Remote Access 
(from locations not 
onboard the ship)

•Secure Configuration 
and Patching

•Cryptographic 
Security

4: Security Policy

•Security Policies & 
Procedures

•Asset & Data Usage
•Security Policy 
Reviews

8: Risk Management & 
Assurance

•Penetration Testing
•Risk Management
•Vulnerability 
Management

•Security Polices & 
Reviews

•Third Party 
Management

• Incident Response 
and System Recovery

5: Physical & 
Environment Security

•Physical Security 
Procedures

•Physical Security 
Perimeters

•Physical Entry 
Controls

•Securing Offices, 
Rooms & Facilities

•Securing Delivery & 
Loading Areas

•Securing Cables

7: Detect & Respond

•Endpoint & Network 
Behaviour

•Analysis, 
Investigation & 
Discovery

•Management of 
Detection & 
Response Capability

•Operational 
Continuity & 
Recovery

•Root Cause Analysis 
& Lessons Learnt

6: Information 
Security Awareness

•Awareness Education 
& Training

•Security Breaches
•3rd Party Suplliers
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3 Conducting a ShipRight Assessment 

3.1 What do I need to know? 
This section details around the key considerations needed before a Cyber Security ShipRight 
assessment can take place. These include: 

1. Defining the scope; 
2. Understanding the designed capability required to operate at planned future maturity levels; 
3. Understanding the audience and objectives; 
4. Deliverables and outcomes. 

 

3.2 Scope 
These domains will be assessed against the in-scope systems. They fall under 2 categories: 

1. Core Systems (those key systems defined under the IMO Groups below) 
2. Additional Systems (client specific systems) 

Systems will ultimately be selected based on a risk assessment and operators are encouraged to 
include all of their systems for which a significant cyber impact is likely to occur. The process for 
scoping is not mandated by LR but operators are encouraged to use the tools to identify and 
address the real cyber risks faced by their organisation.  

IMO Guidance includes the following as examples of high-level system groups which are 
mandatory (where the group is relevant for the vessel under assessment) that may contain security 
vulnerabilities to be managed: 

1. Bridge Systems and Safety Control Centres; 
2. Cargo handling and management systems; 
3. Propulsion and machinery management and power control systems; 
4. Access control systems; 
5. Passenger servicing and management systems; 
6. Core Infrastructure (including Passenger facing public networks); 
7. Administrative and crew welfare systems; 
8. Communication systems. 

Note: In most cases of multiple sub-systems some form of sampling will be done (See Section 3.8). 
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All ships will be different and the tables below show examples of the typical systems that would 
be expected to be found within these categories. 

The categories have been adapted with the following changes: 

1. Safety Control Centres have been called out under bridge systems as a specific area; 
2. Core Infrastructure includes any passenger facing public networks; 
3. Access Control has Security added to include physical security items such as CCTV; 
4. An additional category for vessel trim, stability and flooding management has been added. 

Example Decomposition of Potentially Vulnerable Hardware On Board 
Bridge Systems and Safety Control Centres Propulsion and Machinery Management 

(associated control, alarm and safety systems) 

• Integrated navigation system and autopilot  
• Systems that interface electronic navigation 

systems and propulsion/manoeuvring systems  
• Positioning systems (GNSS etc.) 
• Electronic Chart Display Information System 

(ECDIS) 
• Radar equipment  
• Automatic Identification System (AIS) 
• Long range identification and tracking (excl. 

GMDSS) 
• Echo Sounding Device 
• Compass 
• Voyage Data Recorders (VDRs) 
• Safety Monitoring and Control system 

(Integration of safety systems) 
• Fire detection and alarm system 
• Automatic fire fighting (Sprinklers/Hi-Fog/CO2 

etc)  
• Fire door system 
• Navigation Lights 
• HVAC 
• Bridge Navigational Watch Alarm System 

(BNWAS) 
 

• Propulsion machinery including auxiliaries  
• Controllable Propulsors 
• Integrated propulsion system  
• Dynamic positioning system and sensors 
• Emissions abatement plant 
• Steering machinery 
• Transverse/azimuth thrusters 
• Sources of electrical power 
• Stores of energy 
• Power / energy management systems 
• Integrated control and monitoring system 
• Integrated Alarm system 
• Emergency Shut Down System (ESD) or 

Emergency Stops 
• Fuel oil transfer and storage system 
• Unattended machinery space alarm system 
• Air compressors  
• Incinerators 
• Steam raising plant and economizers 
• Anchors and Windlasses 

Cargo Handling and Management Communications  

• Cargo control system 
• Refrigeration and atmosphere control 
• Installed process plant 

• Satellite communication equipment    
• Radio communications systems 
• Voice Over Internet Protocols (VOIP) equipment 
• Public address and general alarm systems 
• Paging System 
• Portable VHF repeaters 
• ‘Talk Back’ systems 
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Example Decomposition of Potentially Vulnerable Hardware On Board 
Access Control and Security Passenger Servicing and Management 

• Surveillance systems such as CCTV network 
• Shipboard Security Alarm Systems (SSAS) 
• Electronic “personnel-on-board” systems 
• Physical access controls 

• Passenger data 
• Booking systems 
• Retail systems 
• WiFi and internet services  
• Casino systems 

 
Core Infrastructure 

(including passenger facing public networks) 
Administrative and Crew Welfare 

• Security gateways 
• Routers 
• Switches 
• Wireless networks (WLANs) 
• Firewalls 
• Servers and internet facing systems 
• Virtual Private Network(s) (VPN) 
• Virtual LAN(s) (VLAN) 
• Intrusion prevention systems 
• Security event logging systems 

 

• Crew data (HR, Rotas, etc) 
• Payroll system  
• WiFi and internet services 

Vessel Trim, Stability and Flooding Management 

• Bilge Level indication system (Water ingress alarm system) 
• Valve control and monitoring system (for Fuel Freshwater, Saltwater, lube oil and other fluids) 
• Watertight doors 
• Ballast water systems  
• Tank level system  
• Fin stabilisers 
• Stability computers 

 
Figure 4 – Table of typical systems that could be expected onboard 

3.3 Designed Capability vs Maturity 
The vessel and each system can be assessed against four levels; namely, Level 1 (Established), Level 
2 (Enhanced), Level 3 (Accomplished) and Level 4 (Optimised).  

Designed Capability Level Maturity Level Description 

4: Optimised 4: Optimised Highest Level 

3: Accomplished 3: Accomplished  

2; Enhanced 2: Enhanced 

1: Established 1: Established Lowest Level 
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• Designed Capability is the measurement of the potential level at which a given vessel and/or 
system can be operated from a cyber security perspective. 

• Maturity is the measurement of the operational state and ongoing processes and behaviours 
that the given vessel and/or system is being operated at.  

A vessel and/or system cannot be operated at a maturity level higher than its given designed 
capability.  

• The Designed Capability is assessed under the LR Cyber Security ShipRight (Design & Build) 
procedures. 

• The Maturity is assessed under the LR Cyber Security ShipRight (Operational) procedures.  

The diagram below shows how this can be applied to a vessel.  

 

 

3.4 Designed Capability Levels 
The core and additional systems will be assessed against a number of different designed capability 
levels. These levels have been designed to demonstrate and recognise different potential levels of 
cyber security controls. To give an example, a system that is OT based and has no remote 
connectivity may be highly vulnerable to being hacked, as it is never patched. However, the 
likelihood of this occurring is mitigated due to its isolation and physical controls around how 
malicious software could be introduced. For this system, a low level of designed capability may be 
acceptable and can be recognised. 

On the other hand, an onboard navigation system that connects to the cloud to service operational 
functions through 3rd parties may require a much higher level of designed capability to be 
recognised. 
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The designed capability levels not only give a current assessment of the potential maturity that 
systems can be operated at but can also be used by owners and operators to identify a future state 
to be aimed for. This is particularly helpful in new buildings to define the type of controls expected 
when designs are put together and vendors are being selected for different systems.  

For each of the domains and designed capability/maturity levels a set of desired outcomes are 
also defined. These allow users of the procedure to quickly see what ‘good’ looks like for that 
domain at each designed capability level. 

3.4.1 How to decide and plan for a specific maturity level? 
A designed capability level must be at least at the same level as the desired maturity level. This 
can of course change over time and a future planned state may be desired. The LR Cyber Security 
ShipRight procedures provide a clear and simple way in which to plan for future changes both 
within single systems and for a vessel as a whole. 

What designed capability level (and ultimately maturity level) is right for your ship and/or the 
systems on board can be hard to instinctively know. Guidance is given below under four different 
perspectives: 

1. Industry standards and regulations; 
2. Remote access and connectivity; 
3. Automation; 
4. Cyber Risk Assessments. 

The guidance is given to help you determine the right level to seek when designing and planning a 
vessel’s security architecture, technology or configuration. Ultimately, this decision should be 
driven from a risk assessment that will define the appropriate risk appetite for the vessels use and 
operation and the level at which these risks are mitigated. 

For some organisations this work will be completed and well documented, for others this can be 
built into a precursor prior to any decisions being made around the operational maturity level that 
will be required. 

3.4.2 Deciding Designed Capability Levels: Industry Standards and Regulations 
There are an increasing number of industry standards both within the world at large as well as 
within the maritime sector itself. Sub sectors such as tankers, oil and gas, cruise and navel have 



  

 

    

 

  
 

15 
Confidential 

specific requirements. National governments as well as flag states are also providing guidance. 
The main considerations currently are within the IMO3, IACS4, BIMCO5, TMSA and Class. 

This table shows the main designed capability levels and a description of each to guide selection. 

Suitability 
Designed Capability/ 

Maturity Levels 
Industry Standards Description 

1: Established 
Demonstrates baseline 

compliance 

IEC 62443 Security level 
(SL1) 

 

Demonstrates basic IMO 
MSC 428(98) preparation 

Ship owners, operators and managers at the 
start of their cyber journey. Needing to meet 
compliance with regulations from 
organisations such as IMO, BIMCO and TMSA. 
Ships and/or systems that have not been 
designed for mature connectivity or with 
significant onshore service suppliers. 

2: Enhanced 
Proactive enablement of 

cyber best practise 

IEC 62443 Security level 
(SL2) 

 

Demonstrates IMO MSC 
428(98) preparation 

Suitable for organisations that have a basic 
level of cyber security hygiene and have or are 
looking to adopt increased levels of 
connectivity and integration via 3rd parties, or 
for those facing a defined level of threat. 

3: Accomplished 
Advanced capabilities to 
manage sophisticated 

threats 

IEC 62443 Security level 
(SL3) 

 

Demonstrates IMO MSC 
428(98) preparation 

 

Meets majority of IACS 
Recommendations on Cyber 

Resilience (Rec166) 

Designed for organisations with a higher level 
of cyber risk due to any one or more of the 
following: 
1. Significant value attributed to the critical 

functions being operated;  
2. Organisations that are facing 

sophisticated threats; 
3. Organisations that have a large attack 

surface; or  
4. Organisations that are highly connected. 

4: Optimised 
Mature, established 
capabilities that are 
proven and are now 

maintained 

IEC 62443 Security level 
(SL4) 

 

Demonstrates IMO MSC 
428(98) preparation 

 

Meets IACS 
Recommendations on Cyber 

Resilience (Rec 166) 

Organisations that have been operating a 
mature cyber security programme and have 
embedded, proven security practices that 
adapt capabilities to threat levels. 
Organisations will have a high degree of 
assurance around their ability to detect and 
respond effectively. Security processes will be 
proactively enhanced and adapted as 
required. 

Figure 5 – Cyber Security ShipRight Designed Capability/Maturity Levels 

                                              

3 http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Pages/Cyber-sec urity .aspx 
4 http://www.iacs.org.uk/news/iacs -launches-s ingle-standalone -recommendation-on-cyber-resilience/ 
5 https://www.bimco.org/about-us-and-our-mem bers/public ations/the -guidelines-on-cyber-sec urity -onboard-ships 

http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Pages/Cyber-security.aspx
http://www.iacs.org.uk/news/iacs-launches-single-standalone-recommendation-on-cyber-resilience/
https://www.bimco.org/about-us-and-our-members/publications/the-guidelines-on-cyber-security-onboard-ships
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3.4.2.1 IACS Mappings 

Appendix B shows a table that details where each of the IACS requirements are covered within the 
LR Cyber Security ShipRight (Design & Build) procedures. All of the IACS requirements are met but 
they are spread over the designed capability levels as relevant. 

3.4.3 Deciding Designed Capability Levels: Remote Connectivity 
Remote connectivity can greatly increase the attack surface for a vessel and change the likelihood 
of a cyber incident being a higher risk concern. The level at which remote connectivity is provided 
on board your vessel or for a particular in-scope system can be guided by the following: 

• Level 1 (Established): Segregated systems from all other ship-based IT networks, with only 
outbound access to a limited number of systems possible. 

• Level 2 (Enhanced): Systems integrated into onboard IT networks with access at Operator 
level beyond read only access. 

• Level 3 (Accomplished): Systems permitted access from shore-based facilities limited to 
the Owner/Operator and vendors. 

• Level 4 (Optimised): High levels of external connectivity from the internet accessible 
through public facing portals/web applications. 

3.4.4 Deciding Designed Capability Levels: Automation 
Another similar service being provided that will rely on remote connectivity to a high degree but 
which has its own concerns is autonomy. LR have defined a set of AL levels and these are mapped 
to the Cyber Security ShipRight designed capability/maturity levels below. 

• Level 1 (Established): 
o AL1 No Automation, all access done in person at the system consoles onboard the ship  
o AL2 Remote access is possible for monitoring only onboard from the Ships IT networks 

• Level 2 (Enhanced): 
o AL3 Automation of monitoring and control of ships systems from mobile locations onboard 

the vessel over the ships IT networks 
• Level 3 (Accomplished):  

o AL4 Automation of monitoring and control of ships systems from shore-based locations 
(onboard permission is required) 

• Level 4 (Optimised): 
o AL5 Automation of monitoring and control of ships systems from shore based (onboard 

permission is not required). 
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3.4.5 Deciding Designed Capability Levels: Cyber Risk Assessments 
Ultimately, the need to be protected from cyber threats should be driven by a well-documented and 
managed risk management plan. The owner of these risks will be the owners and operators of the 
vessel and this is covered in more detail in the Cyber Security ShipRight (Operational) Procedures. 
However, the decision over what systems to include should cover the most critical systems that 
could be used to lead to a cyber event (safety or otherwise).  

At the very least, taking the top risks from a recent well documented cyber risk register will help 
determine what should be included from an organisational risk perspective, as well as simply what 
should be done to meet relevant regulations.  

Cyber risk assessments should be an ongoing process. Any initial risk register will be a stake in the 
ground that will be refined and matured over time. A cyclic approach will enable maturity to be built 
over time. The table below shows some of the considerations about a vessel or a system on a 
vessel that should be considered when conducting risk assessments.  

Considerations LOW MEDIUM HIGH Notes 

1: Crew onboard IT 
Accounts 

0-5 6-24 25+ 

A higher number of people using IT 
systems can increase the 

likelihood of a cyber incident 

2: Email Functions 
Onboard 

None or 
standalone 

system 

System 
onboard but 

isolated at the 
network layer 

(e.g. vlans) 

Email Server 
connected to the 

onboard IT 
network 

The presence of email onboard 
increases the likelihood of 

phishing emails 

3: Internet 
Functions Onboard 

None or 
standalone 

system 

System 
onboard but 

isolated at the 
network layer 

(e.g. vlans) 

Internet access 
available on the 

onboard IT 
network 

The presence of internet access 
onboard increases the likelihood 

of phishing emails 

4: IT/OT 
Connectivity 

None 

Limited one 
way for passive 
monitoring (OT 

to IT) 

Bi-directional 
connectivity 

between IT and 
OT systems 

High level understanding of the IT 
impact on OT at the ship level 

5: Fleet/ 
Operations Size 

1-9 10-19 20+ 

The larger the fleet the more 
diverse the environments and 

legacy considerations 

6: Global 
Operations 

(Sailing Routes) 
National 

International 
within 1-2 
continents 

International 
Global Routes 

Global situations can affect the 
likelihood of a cyber event 
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Considerations LOW MEDIUM HIGH Notes 

7: Cloud Services None 

Cloud Services 
used when 

needed 

Cloud Services 
used on a 

continuous basis 

Interactions with the cloud (Off 
vessel services) increase the 

potential attack surface 

Figure 6 –Cyber risk considerations (Examples only) 

At the next level down the risks presented by systems can also be exposed through things such 
as: 

✓ Remote connectivity: What remote functions and designed capability are permitted, 
designed and by whom can they be accessed and at what level are they operated?  

✓ Automation: To what degree is automation a current and future designed capability of the 
systems or vessel being designed and built? 

✓ Operating systems: The types, management, patching and updates of the operating 
systems in use. 

✓ Removable media: What ability is there to use and deploy USB’s, removable hard disks, and 
external storage devices? 

✓ Users & operators: Who are the operators on board and on shore who can influence the 
operation of the vessel? 

✓ Physical access: Who can gain access to key systems, at what times and stages of 
construction and build? 

Over time, risk assessments will mature and develop to cover these issues in more depth both as 
knowledge of the environment increases and as an understanding of the risks matures.  

 

3.5 Assessment Periods and Recertifications 
The sections below show the standard reassessment periods based on designed capability and 
maturity assessments. 

3.5.1 Designed Capability Only 
If the LR Cyber Security ShipRight (Design & Build) Procedures have been used, for example, on a 
new build, then this designed capability will be in place for the life of the systems. If at any point any 
equipment is changed or updated significantly then a reassessment of that system may be required 
(for example at a refit). 
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Timeline Designed Capability 
Assessments 

Assessment Required 

Initial Build or 
Major Refit 

Assessed at Design & Build 
stages of the vessel 

Full initial assessment based on agreed 
scope 

Vessel Lifespan 

5 year Assessment 
Scope review and assessment against 

each system listed to ensure no material 
changes have been made 

System Scope Change 

If changes to the in-scope 
equipment result in an impact to 

the previously assessed ShipRight 
procedures for designated 

capability 

Any equipment in scope that 
experienced significant changes, 

upgrades, modifications or a complete 
swap out would need to be re-assessed 

Designated Capability Change 
If a higher level of designated 
capability is required than was 
previously assessed during the 

vessel’s operational life 

The equipment that now needs to be 
assessed at a higher designed capability 

level would be re-assessed 

Figure 7 – Designed Capability (Design & Build) Assessment Periods 

3.5.2 Designed Capability and Maturity 
In order for a maturity assessment to take place, the designed capability of the systems and vessel 
should already have been done. However, this is not mandated and a maturity assessment can take 
place on an in service vessel even if no designed capability assessment has been completed.  

It is likely in many situations that a joint assessment for in service vessels around both designed 
capability and maturity of the systems will take place at the same or similar time. 

Once a maturity assessment has been completed the re-assessment schedule will follow the periods 
set by the following table. The full assessments would typically take place onboard the vessel, or 
though approved remote audit techniques. 

Year Maturity Assessed Assessment 

1 Yes, in full Full initial assessment based on agreed scope 

2-3 Yes, in part 
Midterm remote assessment of key systems, 

documentation and processes/changes 

5 Yes, in full Full recertification assessment based on agreed 
scope 

Figure 8 – Maturity (Operational) Assessment Periods 
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3.5.3 Changes 
During any assessment, cycle changes may be requested to the scope or designed 
capability/maturity levels shown on a Descriptive Note and/or Factual Statement. These changes 
may include: 

• Change in Maturity level for a system, systems or vessel; 
• Changes in Designed Capability level for a system, systems or vessel; 
• Changes in equipment, manufacturer or vendor; 
• Changes in operational procedures; 
• Changes in documentation; 
• Other changes that would impact the scope or details on a given Descriptive Note and/or 

Factual Statement. 

These changes should be requested to LR and details will be given about the impact of any 
assessment. Minor changes (such as updated documentation) will be managed within the defined 
assessment periods but any significant change to the scope or level may require a full re-
assessment of a system, systems or vessel. 

 

3.6 Measuring Outcomes 
The Cyber Security ShipRight procedures are detailed in the relevant procedures. Each designed 
capability/maturity level is shown with a set of outcomes that need to be demonstrated for each 
system under review. To meet a higher level of designed capability/maturity the outcomes in each 
of the lower levels must also be met. 

This approach of measuring against defined outcomes is in line with process assessment standards 
and allows greater flexibility for clients when meeting these requirements for in scope systems.  

Two examples (taken from the ‘Design & Build’ procedures) are now shown to given an example of 
how this would work in practice. 
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Example 1: In order to meet requirement 1 of the first domain within the Design & Build procedures the 
following evidence could be accepted: 

Sub-Domain Build/Design Controls 
Description 

Level 1 (Established) 
Outcomes 

Level 2 (Enhanced) Outcomes 

1: Asset & Data Management 

1 Identification 
of critical 
assets 

The shipyard must 
ensure an inventory of 
critical assets is 
produced and handed 
over to ship operator. 
 
Note: Critical assets are 
defined as those 
computer-based systems 
that are directly used to 
monitor, and control ship 
systems. 

There is a list of 
inventories for 
Computer based 
systems that are 
directly used to control, 
alarm and monitor ship 
systems. The list is 
updated during the life 
of the ship. 

The list will include 
both hardware and 
software for these 
systems that is 
essential for its 
operation. 

Any changes to the software or 
hardware assets in the inventory list are 
tracked to ensure new vulnerabilities and 
dependencies are assessed. 
There is a network diagram to illustrate 
communication between vessel 
systems, their physical location, system 
categorisations, VLAN and IP details, 
network technology and topology used, 
cable type, details of external 
connections for remote access, access 
points and interfaces, services (e.g. 
name, IP address, port number) 
establishing connections, services 
listening to connections and network 
devices settings and access settings. 

Evidence Observed 

Level 1 (Established): 

The list can be any format and follow any industry standard as relevant. The list of equipment must have a list of 
equipment but the exact fields are left up to the client to determine. It must be up to date and must contain all the 
critical systems as defined in the definition.  

 

Level 2 (Enhanced): 

As well as the list above, evidence of changes to software or hardware since installation must also be evidenced as 
tracked. In addition, a network diagram must be in place that is up to date and contains the items listed in the 
outcome above. The format of the diagram is not given. It may even be a series of diagrams but as long as they have 
the detail and coverage requested they will be accepted. 
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Example 2: In order to meet requirement 12 of the third domain within the Design & Build procedures the 
following evidence could be accepted: 

Sub-Domain Build/Design Controls 
Description 

Level 1 (Established) Outcomes Level 2 (Enhanced) 
Outcomes 

3: Secure Networks & Systems 

12 Use of 
mobile 
devices and 
removable 
media 

The shipyard must ensure 
that mobile devices and 
removable media usage is 
tracked, monitored and 
managed. 

The management of portable 
media (including removable 
media such as USB drives) 
requires (i) appropriate 
authorisation before such 
portable assets can be used to 
store and/or transfer 
critical/sensitive information, (ii) 
all portable assets to be 
periodically reviewed and 
documented, and (iii) that this 
inventory includes a record of the 
critical/sensitive information 
currently and previously stored on 
the portable asset. 

The connection to the 
network should be 
physically or logically 
blocked except when 
connecting an external 
device for maintenance. 
Ports for removable devices 
should be logically or 
physically made unusable in 
order to prevent the 
uncontrolled access to 
these ports.  

Evidence Observed 

Level 1 (Established): 

Removable media must be authorised before use on the ship during constriction. A policy should be in evidence and 
backed by interview with relevant staff. An inventory of approved devices on board during construction for use on 
the systems in scope should be demonstratable along with what information they contain and a process to 
periodically check the inventory. 

Level 2 (Enhanced): 

As well as the above, for the system under review access for removable media should be logically or physically 
restricted. This may be done through a range of methods as long as the outcome is achieved. It may be through 
physically disabling them, removing them, logically disabling them or use of locks.  

 

3.7 Descriptive Notes Examples 
A descriptive note (DN) will be given to the ship as a whole with each system assessed listed. The 
ships designed capability level will be the minimum gained by all of the systems relevant to the 
scope of the vessel and agreed with the owner. The IMO categories must be included as a minimum 
(where relevant) and any additional critical systems can be added as optional inclusions as per 
client requirements. 
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3.7.1 Descriptive Note Format 
A typical descriptive note would show the following information: 

DN Format: 

• Cyber SECURITY Capability (1:Established - 4:Optimised), Maturity (1:Established -
4:Optimised) (xxx yyyyyyy) 

Example:  

• Cyber SECURITY Capability (3: Accomplished), Maturity (2:Established), (SOU 
1400145)  

Explained: 

• Cyber SECURITY Capability: Scored from 4 options (1:Established, 2:Enhanced, 
3:Accomlished, 4:Optimised) linked to which designed capability level the vessel can 
be operated to meet 

• Maturity: Selected from 4 options (1:Established, 2:Enhanced, 3:Accomlished, 
4:Optimised) depending on which maturity level the vessel is operating at 

• Factual Statement Reference (xxx yyyyyyy): Reference to factual statement 
describing systems included in scope 

The vessel designed capability and maturity levels are determined based on the minimum outcome 
of the key system areas shown in the table below.  

 CORE SYSTEMS Designed Capability/Maturity 
Scoring Method 

1 Bridge and Safety Control Centres Minimum Outcome 

2 Cargo Handling and Management Minimum Outcome 

3 Propulsion and Machinery Management Minimum Outcome 

4 Communications Minimum Outcome 

5 Vessel Trim, Stability and Flooding 
Management 

Secondary Systems 

6 Access Control and Security Secondary Systems 

7 Passenger Servicing and Management Secondary Systems 

8 Core Infrastructure (inc Passenger Facing 
Public Systems) 

Secondary Systems 

9 Administrative and Crew Welfare Secondary Systems 
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The secondary systems can only be decoupled from this overall rating if they are:  

1. Designed to be physically and/or logically isolated from the core networks;  
2. Have no means of connectivity to the core networks at any time (including during 

emergencies and maintenance periods); 
3. Have undergone segmentation penetration testing. 

If these conditions are not met then the designed capability/maturity levels held by the systems 
will impact the overall vessel rating. For clarity, the vessel will always be rated at the lowest 
designed capability/maturity level. 

For example: 

 CORE SYSTEMS System Designed 
Capability/Maturity Score  

Overall Vessel Designed 
Capability/Maturity Score 

1 Bridge and Safety Control Centres 4: Optimized 

2: Enhanced 

2 Cargo Handling and Management 2: Enhanced 

3 Propulsion and Machinery 
Management 3: Accomplished 

4 Communications 2: Enhanced 

 

3.7.2 Factual Statement Format 
A typical factual statement would show the following information: 

Factual Statement Format: 

• The following systems were included in the above assessment:  

o Core Systems (as relevant) [Designed Capability Level] [Maturity Level] 
o + Additional Systems selected by the client [Designed Capability Level] 

Maturity Level] 

Explained: 

• The statement will list both the core systems and any optional system selected by 
the client and list the designed capability/maturity level gained for each 
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3.7.3 Example #1: Cruise Ship 
For example, for a Cruise Ship that has had both a designed capability and maturity assessment 
completed (but only a maturity assessment on the core systems), this might look like: 

Descriptive Note: 

Cyber SECURITY Capable (3:Accomplished), Maturity (2:Enhanced) (SOU 1400145) 

Factual Statement: 

The following systems were included in the above assessment:  

• Core Systems (as relevant): 
o Bridge and Safety Control Centres [4:Optimised] [3:Accomlished] 
o Propulsion and Machinery Management [3:Accomplished] [2:Enhanced] 
o Communications [3:Accomplished] [3:Accomplished] 

• Secondary Systems (as relevant): 
o Vessel Trim, Stability and Flooding Management [Not Assessed] 

[3:Accomplished] 
o Access Control and Security [Not Assessed] [4:Optimised] 
o Passenger servicing and management systems [Not Assessed] 

[4:Optimised] 
o Core Infrastructure (inc Passenger Facing Public Systems) [Not Assessed] 

[4:Optimised] 
o Administrative and Crew Welfare [Not Assessed] [2:Enhanced] 

 
• + Additional Systems selected by the client 

o None 

 
Scoring Calculation 

 CORE SYSTEMS Designed 
Capability Score  

Vessel Designed 
Capability Score 

Maturity Score  Vessel Maturity 
Score 

1 Bridge and 
Safety Control 

Centres 
4: Optimised 

3: Accomplished 

3: Accomplished 

2: Enhanced 2 Propulsion and 
Machinery 

Management 
3: Accomplished 2: Enhanced 

3 Communications 3: Accomplished 3: Accomplished 
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3.7.4 Example #2: Tanker 
For example, for a Tanker that has had both a designed capability and maturity assessment 
completed, this might look like: 

Descriptive Notes: 

• Cyber SECURITY Capable (2:Enhanced), Maturity (1: Established) (SOU 1400145) 

Factual Statement: 

The following systems were included in the above assessment:  

• Core Systems (as relevant) 
o Bridge and Safety Control Centres [4:Optimised] [4:Optimised] 
o Cargo Handling and Management [2:Enhanced] [1:Established] 
o Propulsion and Machinery Management [2:Enhanced] [2:Enhanced] 
o Communications [3:Accomplished] [2:Enhanced] 

• Secondary Systems (as relevant): 
o Vessel Trim, Stability and Flooding Management [Not Assessed] 

[3:Accomplished] 
o Access Control and Security [3:Accomplished] [2:Enhanced] 
o Administrative and Crew Welfare [1:Established] [1:Established] 

 
• + Additional Systems selected by the client 

o None 

Scoring Calculation 

 CORE SYSTEMS Designed Capability 
Score  

Vessel 
Designed 
Capability 

Score 

Maturity Score  Vessel Maturity 
Score 

1 Bridge and Safety 
Control Centres 4: Optimised 

2: Enhanced 

4: Optimised 

1: Established 

2 Cargo Handling and 
Management 2: Enhanced 1: Established 

3 Propulsion and 
Machinery 

Management 
2: Enhanced 2: Enhanced 

4 Communications 3: Accomplished 2: Enhanced 
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3.8 Sampling Procedures 
Sampling of systems will be needed when looking at large environments and when performing 
assessments for large fleets. 

3.8.1 Large Environments 
Where there is a large sample set (users, workstations, servers, components) a sampling approach 
will be taken. A reasonable sample set that is representative will be selected from the asset lists 
provided based around similar types. This will be chosen by the assessor based on guidance given.  

For example, if 3 different operating systems are used on board within the in-scope area, the sample 
set should include at least 2 from every type to ensure consistency is being applied. If 4 different 3rd 
parties manage systems, multiple samples from each supplier should be included.  

If the assessment of a sample set shows inconsistencies, then the assessor should first widen the 
sample set to ensure it was not just an exception, before failing that part of the assessment.  At all 
times a pragmatic, evidence-based view will be taken and fully documented in the reports generated. 

3.8.2 Sister Ships/Large Fleets 
Where ships are built to follow the same designs and specifications, there may be a possibility to 
issue a descriptive note based on a reduced amount of assessment activity.  

For this to be considered the following would need to be established:  

✓ Vessels would need to be of the same class; 
✓ They should be sharing a nearly identical hull and superstructure layout ; 
✓ Be of similar size; and 
✓ Be built with roughly comparable features and equipment. 

A documentation review would need to be performed for each vessel to validate that this is in fact 
the case and evidence to support this provided to the assessors. These cases would then be 
reviewed and if supported, a reduced set of assessment criteria would be i ssued. 
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4 Assessment Methodology & Approach 

4.1 Overall Approach 
The process below will be followed for both Design & Build and Operational assessments. The 
Design & Build assessment will most likely occur during ship building or during an upgrade or 
installation of a new system. The Operational assessment will only occur when systems are in 
operational use. 

 

Figure 9 – LR Cyber Security ShipRight assessment approach 

4.2 Phase 1: Project Planning 
There are three parts to this phase as follows: 

4.2.1 Project Planning Workshop  
At the beginning of the project, a project planning workshop will be held in order to:  

• Introduce LR and Nettitude’s team to your team; 
• Agree on the stakeholders in the project and on the communication process;  
• Confirm the scope of the project and clarify the outcomes/objectives; 
• Describe at a high level the activities associated with the project;  
• Describe the input and support required from your team; 
• List the documentation available for review and responsibilities for providing; 

Phase 1: Project 
Planning

1: Project Planning Workshop

2: Risk Workshop 

3: Documentation Review

Phase 2: Initial 
Assessment

4: Interviews

5: Equipment Based 
Assessment

6: Initial Report from the Gap 
Analysis

Phase 3: Client 
Remediation

7: Remediation Actions

Phase 4: Final 
Assessment

8: Final Assessment of the 
remediated areas

9: Final Report & Descriptive 
Note Preparation

10: Debrief Session

11: Follow Up and Next Steps
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• Discuss the designed capability and maturity levels desired based on the Cyber Security 
Descriptive Note. 

The deliverable of this phase is a document summarising scope of the project, activities to be 
planned, dependencies and resources required from all parties. A schedule of activities will be 
agreed in the form of a Project Plan. 

4.2.2 Risk Workshop 
The project planning meeting will also be used to discuss the approach to risk within the 
operational environment under assessment.  

A risk workshop will be held as part of the project initiation to identify all concerns and appropriate 
actions. Critical systems will be reviewed using relevant aspects of the Nettitude OT 
testing/auditing methodology which include: 

• Diagram reviews, data flows, connectivity and configuration assessments (hands off); 
• Physical walkthroughs (onsite or remote); 
• Document reviews; 
• Expert led configuration reviews (Shipyard/vendor team show and tell); 
• Interviews with operational and engineering staff; 
• Observations of processes being followed. 

All agreed audit actions will be planned against the risk map shown below, and approved with the 
shipyard/vendors/integrators. 

 

Figure 10 – Risk management - audit actions 
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To be clear, all actions will be agreed and approved. The LR Cyber Security ShipRight Procedures 
audit is firmly placed in the audit sphere. In other words, passive and review only based. 

LR/Nettitude ShipRight Assessors will never: 

• Request any level of testing that would 
require a change control process to be 
initiated. 

• Will not touch or change any aspect of the 
client’s operational environment. 

• Will never ask to attempt to tamper with a log 
file in order to prove that the logging is 
effective. 

• Will not ask to test a high availability system 
by removing a device, or to test an account 
password policy. 

 
 

4.2.3 Documentation Review (onsite or remote)  
You will be required to provide to LR and Nettitude appropriate documentary evidence for each 
domain area for the system(s) in scope.  The LR/Nettitude team will review all documentation 
provided to assess its demonstration of key outcomes and assign given designed capability and 
maturity (as relevant) levels for each domain as a result.  Any operational documentation that is 
available will also be requested and assessed.  

Once the initial documentation review has been completed, a list of any outstanding areas/topics 
will be provided to the client in order to help identify any missing evidence areas.  

Following the technical documentation evidence review, a final review will also be conducted to 
ensure that all evidence has been appropriately captured.    

 

4.3 Phase 2: Initial Assessment 
There are three parts to this phase as follows: 
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4.3.1 Interviews 
This phase is focused on observation of processes, interviews with relevant stakeholders and 
reviews on configuration and technology in use. The interviews will be agreed at the planning stage 
and will be scheduled with clear scopes and topics to be covered.  

Based on the domains and systems that are in scope, these conversations may need to take place 
with the shipyard, vendors and integrators and/or future owners/operators depending on where 
the knowledge and responsibilities reside. 

4.3.2 Equipment Based Operations Assessment 
The objective of this assessment is to evaluate the implementation of the security measures 
across the five key domains of the LR Cyber Security ShipRight in order to determine the current 
level of cyber security maturity.  During this activity, the assessors will undertake evidence-based 
sampling.  Depending on the scope agreed, much of the assessment work may be able to take 
place with the equipment vendors.  

Findings of this assessment will be fed into the ongoing Documentation Review in order to identify 
any additional documentation requirements necessary to support evidence found during this stage 
of the assessment. 

This may require travel to your offices/labs in order to perform this assessment, or to a suitable 
client where a system is installed. Remote activities and assessments can also be performed as 
required. 

4.3.3 Initial Report from the Gap Analysis 
Once the previous assessments are complete, an assessment report will be prepared to provide 
feedback, remediation areas and guidance on outstanding work or controls needed.   

The assessment report will highlight the designed capability and maturity (as relevant) level of 
each of the domain areas assessed.  The report will also identify and prioritise risks associated 
with the components and vessel in scope.  The LR and Nettitude team will also conduct a review 
of the report with your key team members and stakeholders.     

In instances where all the evidence has been met and the required standards for the desired 
designed capability/maturity level has been met, this phase will not be required. The initial gap report 
will then become the final report and this process will jump to phase 4 below.  
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4.4 Phase 3: Remediation 
There is one part to this phase as follows: 

4.4.1 Remediation Actions 
Areas from the initial gap analysis may need to be either remediated or created in order to provide 
the required evidence to achieve the required response. In some cases, if a higher level of designed 
capability/maturity is being sought further work may be needed to design, configure or document 
controls to the required standard. 

 
4.5 Phase 4: Final Assessment 
There are four parts to this phase as follows: 

4.5.1 Final Assessment  
At this final stage (post any remediation) any updates, changes or improvements to the previously 
supplied documentation will be reviewed and assessed. Any operational documenta tion that is 
available will also be requested and assessed. Any evidence of fixes to the areas of remediation 
will be reviewed.  

4.5.2 Final Report  
Once all assessments and reviews are complete, a final assessment report and Descriptive Note 
will be prepared for issuance to the client.  The assessment report will highlight the designed 
capability/maturity level of the each of the domain areas in order to enable the client to evolve its 
cyber security designed capability/maturity over time.  The report will also identify and prioritise 
areas required to move to the next designed capability/maturity level associated with the vessel in 
scope.   

Assuming that the vessel is classed with LR, as the final stage of the project the Cyber Security 
ShipRight descriptive note will be issued and reported in the Certificate of Class and the Class 
certificate will be re-issued.  It is important to note that the overall assigned level of cyber security 
designed capability/maturity for each system on the Cyber Security ShipRight descriptive note will 
be determined based on the lowest level demonstrated during the assessment across the relevant 
cyber security domains.  
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4.5.3 Formal Debrief 
Once the reports have been delivered, Nettitude will debrief you on the findings of the assessment. 
Debriefs typically happen on site or via conference call, depending on the engagement 
requirements. A debrief ensures that the findings of the engagement have been fully 
comprehended by your team and affords them an opportunity to ask questions and formulate an 
appropriate remediation plan, discuss maintenance of the procedures or future matures levels that 
may be sought.  Debriefs are a valuable part of our service that we heavily promote.  

4.5.4 Follow up and Next Steps 
LR and Nettitude understand that when an engagement is over for Nettitude, it isn’t necessarily 
over for the client.  As such, LR/Nettitude will encourage you to contact their security consultant 
with any follow up questions relating to the given project.  In most cases, LR/Nettitude’s 
consultants are able to give their insight and expertise with regards to wider security questions, 
too. 

 
4.6 Key Deliverables 
The following table depicts the activities and deliverables that will be provided for each evaluation:  

LR Cyber Security ShipRight Assessment 
Element  Activity  Deliverable 

Phase 1: Preparation Project Kick-off workshop 
Documentation collection & review 

Project Plan  
(including work 
schedule, scope of work, 
dependencies and 
resources required) and 
Interview Schedule  

Phase 2: Initial Assessment  Onboard/remote vessel 
assessment against LR Cyber 
Security ShipRight, configuration 
and observation reviews, 
interviews with relevant people 

Gap Assessment Report 
and designed 
capability/maturity 
status + roadmap and 
remediation advice 

Phase 3: Remediation  
(if needed) 

 
Client Remediation 
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LR Cyber Security ShipRight Assessment 
Element  Activity  Deliverable 

Phase 4: Final Assessment  Review of additional 
documentation and evidence of 
the remediated gaps from the LR 
Cyber Security ShipRight 
procedures. This may include 
configuration and observation 
reviews as well as interviews with 
relevant people. 
In most cases this can be done 
remotely or via online sessions. In 
some cases, a further onboard 
vessel assessment may be 
required  
 

Report and Descriptive Note 
preparation 

• Final Assessment 
Report 

• LR Cyber Security 
ShipRight 
Descriptive Note + 
Factual Statement 
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6 Appendix A: Designed Capability Level Mapping to Industry Standards 

Sub-Domain ISO27002 Mapping NIST 800-53 Mapping 
IACS Mapping  

(July 2020 Rec. 166) 
IEC 62443-3 Mapping 

1: Asset & Data Management 

1.1: Identification of critical 
assets 
1.2: Asset & Data Inventory 
& Ownership 
1.3: Asset & Data 
Classification 
1.4: Asset & Data Labelling 
& Handling 
1.5: Asset & Data Removal 
& Security 
1.6: Asset & Data 
Maintenance & Protection 

Section 8.1: Responsibility for 
assets  
Section 8.2: Information 
classification 
Section 11.1: Secure areas 
Section 11.2: Equipment  

CA-7: Continuous Monitoring 
CM-8: Information System Component 
Inventory 
IA-3: Device Identification and 
Authentication 
SA-4: Acquisition Process 
SI-4: Information System Monitoring 
PM-5: Information System Inventory 

I1: Information that flows among 
the operation technology (OT) 
systems installed on board and 
between OT systems and other 
systems, should be identified.  

I2: Interdependencies across critical 
systems and risks that can affect 
safety of vessel, human safety and 
environment when such systems 
are compromised should be 
identified. 

SR 3.4: Software and information integrity 
SR 3.4 RE 1: Automated notification about integrity 
violations 
SR 7.8: Control system component inventory 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS Mapping IEC 62443-3 Mapping 

2: Authentication & Authorisation 

2.1: User Access 
2.2: Privileged Access 
Rights 
2.3: Identification 
Management 
2.4: Role-based Access 
Management 
2.5: Remote User Access 
2.6: 3rd party access 
2.7: Secure Log-On 
Procedures 
2.8: Change Management 

Section 9.1: Business 
requirements of access control  
Section 9.2: User access 
management 
Section 9.3: User 
responsibilities 
Section 9.4: System and 
application access control 
Section 12.1: Operational 
procedures and 
responsibilities  
Section 14.2: Security in 
development and support 
processes 
Section 16.1: Management of 
information security incidents 
and improvements 
 

AC-1: Access Control Policy and 
Procedures 
AC-2: Account Management 
AC-3: Access Enforcement 
AC-4: Information Flow Enforcement 
AC-6: Least Privilege 
AC-7: Unsuccessful Logon Attempts 
AC-11: Session Lock 
AC-12: Session Termination 
AC-17: Remote Access 
AC-18: Wireless Access 
AC-19: Access Control for Mobile 
Devices 
AC-24: Access Control Decisions 
IA-2: Identification and 
Authentication (Organizational 
Users) 
IA-3: Device Identification and 
Authentication 
IA-4: Identifier Management 
IA-5: Authenticator Management 
SC-17: Public Key Infrastructure 
Certificates 
CM-10: Software Usage Restrictions 
CM-11: User-Installed Software 

I1: Information that 
flows among the 
operation technology 
(OT) systems installed 
on board and between 
OT systems and other 
systems, should be 
identified.  

I2: Interdependencies 
across critical 
systems and risks 
that can affect safety 
of vessel, human 
safety and 
environment when 
such systems are 
compromised should 
be identified. 

SR 1.1: Human user identification and authentication 
SR 1.1 RE 1: Unique identification and authentication 
SR 1.1 RE 2: Multifactor authentication for untrusted networks 
SR 1.1 RE 3: Multifactor authentication for all networks 
SR 1.2: Software process and device identification and authentication 
SR 1.2 RE 1: Unique identification and authentication 
SR 1.3 Account management  
SR 1.4 Identifier management 
SR 1.5 Authenticator management 
SR 1.6: Wireless access management 
SR 1.6 RE 1: Unique identification and authentication 
SR 1.7: Strength of password-based authentication 
SR 1.7 RE 1: Password generation and lifetime restrictions for human users 
SR 1.7 RE 2: Password lifetime restrictions for all users 
SR 1.8 Public key infrastructure (PKI) certificates 
SR 1.9 Strength of public key authentication 
SR 1.10: Authenticator feedback 
SR 1.11: Unsuccessful login attempts 
SR 1.13: Access via untrusted networks 
SR 1.13 RE 1: Explicit access request approval 
SR 2.1: Authorisation enforcement 
SR 2.1 RE 1: Authorisation enforcement for all users 
SR 2.1 RE 2: Permission mapping to roles 
SR 2.1 RE 4: Dual approval 
SR 2.6: Remote session termination 
SR 5.2 Zone boundary protection 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS Mapping IEC 62443-3 Mapping 

3: Secure Networks & Systems 

3.1: Secure architecture  
3.2: Network Perimeter 
Security 
3.3: Network Segregation 
3.4: Remote Access 
(from locations not 
onboard the ship) 
3.5: Secure Configuration 
and Patching 
3.6: Cryptographic 
Security 
3.7: Physical security 
perimeters 
3.8: Physical Entry 
Controls 
3.9: Securing Offices, 
Rooms & Facilities 
3.10: Securing Cables 
3.11: Monitoring & 
Logging  
3.12: Use of mobile 
devices and removable 
media 

Section 9.1: Access to 
networks and network services  
Section 10: Cryptography 
Section 11.1: Secure areas 
Section 11.2: Equipment 
Section 12.1: Documented 
operating procedures 
Section 12.4: Logging and 
monitoring 
Section 12.6: Technical 
vulnerability management 
Section 13: Communications 
security 
Section 14.2: Secure system 
engineering principles 
Section 16.1: Management of 
information security incidents 
and improvements 

AC-4: Information Flow Enforcement 
AC-17: Remote Access 
AC-20: Use of External Information 
Systems 
CA-3: System Interconnections 
CA-7: Continuous Monitoring 
CA-9: Internal System Connections 
CM-2: Baseline Configuration 
CM-3: Configuration Change Control 
CM-5: Access Restrictions for Change 
CM-6: Configuration Settings 
CM-7: Least Functionality 
CM-8: Information System Component 
Inventory 
CM-9: Configuration Management 
Plan 
CM-11: User-Installed Software 
SA-9: External Information System 
Services 
MA-4: Nonlocal Maintenance 
SC-7: Boundary Protection 
SC-8: Transmission Confidentiality 
and Integrity 
SC-20: Secure Name /Address 

P1: IT and OT systems 
should be designed to 
support secure 
configuration, secure 
integration and secure 
software 
maintenance.  

P2: Interoperability of 
OT systems should be 
limited to identified 
critical functions.  

P3: OT and IT network 
infrastructure should 
be segmented by 
division into network 
zones.  

P4: Both physical and 
Logical access to OT 
systems should be 
restricted.  

P5: The possibility of 
disruption to OT 

SR 1.8: Public key infrastructure (PKI) certificates 
SR 1.9: Strength of public key authentication 
SR 1.9 RE 1: Hardware security for public key authentication 
SR 2.2: Wireless use control 
SR 2.2 RE 1: Identify and report unauthorised wireless devices 
SR 2.3: Use control for portable and mobile devices 
SR 2.3 RE 1: Enforcement of security status of portable and mobile devices 
SR 2.4: Mobile code 
SR 2.4 RE 1: Mobile code integrity check 
SR 2.5: Session lock 
SR 2.6: Remote session termination 
SR 2.7: Concurrent session control 
SR 3.1: Communication integrity 
SR 3.1 RE 1: Cryptographic integrity protection 
SR 3.2: Malicious code protection 
SR 3.2 RE 1: Malicious code protection on entry and exit points 
SR 3.2 RE 2: Central management and reporting for malicious code 
protection 
SR 3.5: Input validation 
SR 3.8: Session integrity 
SR 3.8 RE 1: Invalidation of session IDs after session termination 
SR 3.8 RE 2: Unique session ID generation 
SR 3.8 RE 3: Randomness of session IDs 
SR 3.9: Protection of audit information 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS Mapping IEC 62443-3 Mapping 

Resolution Service (Authoritative 
Source) 
SC-21: Secure Name /Address 
Resolution Service (Recursive or 
Caching Resolver) 
SC-22: Architecture and Provisioning 
for Name/Address Resolution Service 
SC-24: Fail in Known State 
SC-41: Port and I/O Device Access 
SI-4: Information System Monitoring 

system which affect 
the availability of 
safety critical 
functions should be 
minimised. 

SR 3.9 RE 1: Audit records on write-once media 
SR 4.1: Information confidentiality 
SR 4.1 RE 1: Protection of confidentiality at rest or in transit via untrusted 
networks 
SR 4.1 RE 2: Protection of confidentiality across zone boundaries 
SR 4.2: Information persistence 
SR 4.2 RE 1: Purging of shared memory resources 
SR 4.3: Use of cryptography 
SR 5.1: Network segmentation 
SR 5.1 RE 1: Physical network segmentation 
SR 5.1 RE 2: Independence from non-control system networks 
SR 5.1 RE 3: Logical and physical isolation of critical networks 
SR 5.2: Zone boundary protection 
SR 5.2 RE 1: Deny by default, allow by exception 
SR 5.2 RE 2: Island mode 
SR 5.2 RE 3: Fail close 
SR 5.3: General purpose person-to-person communication restrictions 
SR 5.4: Application partitioning 
SR 7.1: Denial of service protection 
SR 7.1 RE 1: Manage communication loads 
SR 7.1 RE 2: Limit DoS effects to other systems or networks 
SR 7.2: Resource management 
SR 7.6: Network and security configuration settings 
SR 7.6 RE 1: Machine-readable reporting of current security settings 
SR 7.7: Least functionality 



  

   

 

  
 

39 Confidential 

 

Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS Mapping IEC 62443-3 Mapping 

4:  Risk Management & Assurance 

4.1: Penetration Testing 
4.2: Risk Management 
4.3: Vulnerability 
Management 
4.4: Security Polices & 
Reviews 
4.5: Third Party 
Management 
4.6: Incident Response 
and System Recovery 

Section 5: Information security 
policies 
Section 12.6: Technical 
vulnerability management 
Section 15: Supplier relations 
Section 18.2: Information 
security reviews 
ISO 31000: Risk Management 
Principles and Guidelines 

AC-23: Data Mining Protection 
AU-2: Audit Events 
AU-3: Content of Audit Records 
AU-4: Audit Storage Capacity 
AU-5: Response to Audit Processing Failures 
AU-6: Audit Review, Analysis, and Reporting 
AU-7: Audit Reduction and Report Generation 
AU-8: Time Stamps 
AU-9: Protection of Audit Information 
AU-10: Non-repudiation 
AU-11: Audit Record Retention 
AU-12: Audit Generation 
AU-13: Monitoring for Information Disclosure 
AU-14: Session Audit 
CA-2: Security Assessments 
CA-5: Plan of Action and Milestones 
CA-6: Security Authorisation 
CA-7: Continuous Monitoring 
CA-8: Penetration Testing 
IA-10: Adaptive Identification and Authentication 
IR-1: Incident Response Policy and Procedures 
IR-2: Incident Response Training 
IR-3: Incident Response Testing 
IR-4: Incident Handling 
IR-5: Incident Monitoring 

P1: IT and OT systems should be 
designed to support secure 
configuration, secure integration 
and secure software 
maintenance.  

P2: Interoperability of OT systems 
should be limited to identified 
critical functions.  

P3: OT and IT network 
infrastructure should be 
segmented by division into 
network zones.  

P4: Both physical and Logical 
access to OT systems should be 
restricted.  

P5: The possibility of disruption to 
OT system which affect the 
availability of safety critical 
functions should be minimized. 

D1: Means for the monitoring of 
normal operations of OT systems 
should be provided, based on 

SR 2.8: Auditable events  
SR 2.9: Audit storage capacity  
SR 2.10: Response to audit processing failures  
SR 2.11: Timestamps  
SR 2.12: Non-repudiation  
SR 3.3: Security functionality verification 
SR 3.9 Protection of audit information  
SR 6.1 Audit log accessibility  
SR 6.2 Continuous monitoring 
SR 7.4: Control system recovery and 
reconstitution 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS Mapping IEC 62443-3 Mapping 

IR-6: Incident Reporting 
IR-7: Incident Response Assistance 
IR-8: Incident Response Plan 
IR-10: Integrated Information Security Analysis 
Team 
PM-6: Information Security Measures of 
Performance 
PM-14: Testing, Training, & Monitoring 
RA-5: Vulnerability Scanning 
RA-6: Technical Surveillance Countermeasures 
Survey 
SI-4: Information System Monitoring 
SI-6: Security Function Verification 
SI-7: Software, Firmware, and Information Integrity 

continuous and/or on-demand 
self-diagnostics and connection 
quality and/or network 
performance monitoring tools 
should be available at least on 
networks connecting OT systems 
of Category II and III and on 
networks connecting IT systems 
to OT systems of Category II and 
III. 

R1: Impact of cyber incidents 
should be contained to the 
network zone of origin.  

R2: Minimize by isolating the 
extension of possible disruption 
to OT system which affects the 
availability of safety critical 
functions.  

RC1: Equipment should be 
designed to support back-up and 
restoration of OT systems to 
restore the ship to a safe 
condition in a timely manner.  
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS Mapping IEC 62443-3 Mapping 

5: Handover & Delivery 

5.1: System Handover 
from Vendor 
5.2: Security 
Configuration 
Documentation & 
Settings 
5.3: BAU System 
Management Guide 

Section 18.1: 
Compliance with legal 
and contractual 
requirements 

CA-7: Continuous Monitoring 
CM-2: Baseline Configuration 
CM-3: Configuration Change Control 
CM-5: Access Restrictions for Change 
CM-6: Configuration Settings 
CM-7: Least Functionality 
CM-8: Information System Component Inventory 
CM-9: Configuration Management Plan 
CM-11: User-Installed Software 
MA-4: Nonlocal Maintenance 
SI-4: Information System Monitoring 
SI-7: Software, Firmware, and Information Integrity 

I1: Information that flows among 
the operation technology (OT) 
systems installed on board and 
between OT systems and other 
systems, should be identified.  

I2: Interdependencies across 
critical systems and risks that can 
affect safety of vessel, human 
safety and environment when 
such systems are compromised 
should be identified. 

P1: IT and OT systems should be 
designed to support secure 
configuration, secure integration 
and secure software 
maintenance.  

P2: Interoperability of OT systems 
should be limited to identified 
critical functions.  

P3: OT and IT network 
infrastructure should be 
segmented by division into 
network zones.  

SR 2.8: Auditable events  
SR 2.9: Audit storage capacity  
SR 2.10: Response to audit processing failures  
SR 2.11: Timestamps  
SR 2.12: Non-repudiation  
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS Mapping IEC 62443-3 Mapping 

P4: Both physical and Logical 
access to OT systems should be 
restricted.  

P5: The possibility of disruption to 
OT system which affect the 
availability of safety critical 
functions should be minimized. 

D1: Means for the monitoring of 
normal operations of OT systems 
should be provided, based on 
continuous and/or on-demand 
self-diagnostics and connection 
quality and/or network 
performance monitoring tools 
should be available at least on 
networks connecting OT systems 
of Category II and III and on 
networks connecting IT systems 
to OT systems of Category II and 
III. 

R1: Impact of cyber incidents 
should be contained to the 
network zone of origin.  

R2: Minimize by isolating the 
extension of possible disruption 
to OT system which affects the 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS Mapping IEC 62443-3 Mapping 

availability of safety critical 
functions.  

RC1: Equipment should be 
designed to support back-up and 
restoration of OT systems to 
restore the ship to a safe 
condition in a timely manner.  
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7 Appendix B: Maturity Level Mapping to Industry Standards 

Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

1: Asset & Data Management 

1.1: Identification of critical 
assets 
1.2: Asset & Data Inventory 
& Ownership 
1.3: Asset & Data 
Classification 
1.4: Asset & Data Labelling 
& Handling 
1.5: Asset & Data Removal 
& Security 
1.6: Asset & Data 
Maintenance & Protection 

Section 8.1: Responsibility for 
assets  
Section 8.2: Information 
classification 
Section 11.1: Secure areas 
Section 11.2: Equipment  

CA-7: Continuous Monitoring 
CM-8: Information System Component 
Inventory 
IA-3: Device Identification and 
Authentication 
SA-4: Acquisition Process 
SI-4: Information System Monitoring 
PM-5: Information System Inventory 

I1: Information that flows among 
the operation technology (OT) 
systems installed on board and 
between OT systems and other 
systems, should be identified.  

I2: Interdependencies across critical 
systems and risks that can affect 
safety of vessel, human safety and 
environment when such systems 
are compromised should be 
identified. 

SR 3.4: Software and information integrity 
SR 3.4 RE 1: Automated notification about integrity 
violations 
SR 7.8: Control system component inventory 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

2: Authentication & Authorisation 

2.1: User Access 
2.2: Privileged Access 
Rights 
2.3: Identification 
Management 
2.4: Role-based Access 
Management 
2.5: Remote User Access 
2.6: 3rd party access 
2.7: Secure Log-On 
Procedures 
2.8: Change Management 

Section 9.1: Business 
requirements of access control  
Section 9.2: User access 
management 
Section 9.3: User 
responsibilities 
Section 9.4: System and 
application access control 
Section 12.1: Operational 
procedures and 
responsibilities  
Section 14.2: Security in 
development and support 
processes 
Section 16.1: Management of 
information security incidents 
and improvements 
 

AC-1: Access Control Policy and 
Procedures 
AC-2: Account Management 
AC-3: Access Enforcement 
AC-4: Information Flow Enforcement 
AC-6: Least Privilege 
AC-7: Unsuccessful Logon Attempts 
AC-11: Session Lock 
AC-12: Session Termination 
AC-17: Remote Access 
AC-18: Wireless Access 
AC-19: Access Control for Mobile 
Devices 
AC-24: Access Control Decisions 
IA-2: Identification and 
Authentication (Organizational 
Users) 
IA-3: Device Identification and 
Authentication 
IA-4: Identifier Management 
IA-5: Authenticator Management 
SC-17: Public Key Infrastructure 
Certificates 
CM-10: Software Usage Restrictions 
CM-11: User-Installed Software 

I1: Information that 
flows among the 
operation technology 
(OT) systems installed 
on board and between 
OT systems and other 
systems, should be 
identified.  

I2: Interdependencies 
across critical 
systems and risks 
that can affect safety 
of vessel, human 
safety and 
environment when 
such systems are 
compromised should 
be identified. 

SR 1.1: Human user identification and authentication 
SR 1.1 RE 1: Unique identification and authentication 
SR 1.1 RE 2: Multifactor authentication for untrusted networks 
SR 1.1 RE 3: Multifactor authentication for all networks 
SR 1.2: Software process and device identification and authentication 
SR 1.2 RE 1: Unique identification and authentication 
SR 1.3 Account management  
SR 1.4 Identifier management 
SR 1.5 Authenticator management 
SR 1.6: Wireless access management 
SR 1.6 RE 1: Unique identification and authentication 
SR 1.7: Strength of password-based authentication 
SR 1.7 RE 1: Password generation and lifetime restrictions for human users 
SR 1.7 RE 2: Password lifetime restrictions for all users 
SR 1.8 Public key infrastructure (PKI) certificates 
SR 1.9 Strength of public key authentication 
SR 1.10: Authenticator feedback 
SR 1.11: Unsuccessful login attempts 
SR 1.13: Access via untrusted networks 
SR 1.13 RE 1: Explicit access request approval 
SR 2.1: Authorisation enforcement 
SR 2.1 RE 1: Authorisation enforcement for all users 
SR 2.1 RE 2: Permission mapping to roles 
SR 2.1 RE 4: Dual approval 
SR 2.6: Remote session termination 
SR 5.2 Zone boundary protection 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

3: Secure Networks & Systems 

3.1: Secure architecture  
3.2: Network Perimeter 
Security 
3.3: Network Segregation 
3.4: Remote Access 
(from locations not on 
board the ship) 
3.5: Secure Configuration 
and Patching 
3.6: Cryptographic 
Security 

Section 9.1: Access to 
networks and network services  
Section 10: Cryptography 
Section 11.1: Secure areas 
Section 11.2: Equipment 
Section 12.1: Documented 
operating procedures 
Section 12.4: Logging and 
monitoring 
Section 12.6: Technical 
vulnerability management 
Section 13: Communications 
security 
Section 14.2: Secure system 
engineering principles 
Section 16.1: Management of 
information security incidents 
and improvements 

AC-4: Information Flow Enforcement 
AC-17: Remote Access 
AC-20: Use of External Information 
Systems 
CA-3: System Interconnections 
CA-7: Continuous Monitoring 
CA-9: Internal System Connections 
CM-2: Baseline Configuration 
CM-3: Configuration Change Control 
CM-5: Access Restrictions for Change 
CM-6: Configuration Settings 
CM-7: Least Functionality 
CM-8: Information System Component 
Inventory 
CM-9: Configuration Management 
Plan 
CM-11: User-Installed Software 
SA-9: External Information System 
Services 
MA-4: Nonlocal Maintenance 
SC-7: Boundary Protection 
SC-8: Transmission Confidentiality 
and Integrity 
SC-20: Secure Name /Address 

P1: IT and OT systems 
should be designed to 
support secure 
configuration, secure 
integration and secure 
software 
maintenance.  

P2: Interoperability of 
OT systems should be 
limited to identified 
critical functions.  

P3: OT and IT network 
infrastructure should 
be segmented by 
division into network 
zones.  

P4: Both physical and 
Logical access to OT 
systems should be 
restricted.  

P5: The possibility of 
disruption to OT 

SR 1.8: Public key infrastructure (PKI) certificates 
SR 1.9: Strength of public key authentication 
SR 1.9 RE 1: Hardware security for public key authentication 
SR 2.2: Wireless use control 
SR 2.2 RE 1: Identify and report unauthorised wireless devices 
SR 2.3: Use control for portable and mobile devices 
SR 2.3 RE 1: Enforcement of security status of portable and mobile devices 
SR 2.4: Mobile code 
SR 2.4 RE 1: Mobile code integrity check 
SR 2.5: Session lock 
SR 2.6: Remote session termination 
SR 2.7: Concurrent session control 
SR 3.1: Communication integrity 
SR 3.1 RE 1: Cryptographic integrity protection 
SR 3.2: Malicious code protection 
SR 3.2 RE 1: Malicious code protection on entry and exit points 
SR 3.2 RE 2: Central management and reporting for malicious code 
protection 
SR 3.5: Input validation 
SR 3.8: Session integrity 
SR 3.8 RE 1: Invalidation of session IDs after session termination 
SR 3.8 RE 2: Unique session ID generation 
SR 3.8 RE 3: Randomness of session IDs 
SR 3.9: Protection of audit information 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

Resolution Service (Authoritative 
Source) 
SC-21: Secure Name /Address 
Resolution Service (Recursive or 
Caching Resolver) 
SC-22: Architecture and Provisioning 
for Name/Address Resolution Service 
SC-24: Fail in Known State 
SC-41: Port and I/O Device Access 
SI-4: Information System Monitoring 

system which affect 
the availability of 
safety critical 
functions should be 
minimized. 

SR 3.9 RE 1: Audit records on write-once media 
SR 4.1: Information confidentiality 
SR 4.1 RE 1: Protection of confidentiality at rest or in transit via untrusted 
networks 
SR 4.1 RE 2: Protection of confidentiality across zone boundaries 
SR 4.2: Information persistence 
SR 4.2 RE 1: Purging of shared memory resources 
SR 4.3: Use of cryptography 
SR 5.1: Network segmentation 
SR 5.1 RE 1: Physical network segmentation 
SR 5.1 RE 2: Independence from non-control system networks 
SR 5.1 RE 3: Logical and physical isolation of critical networks 
SR 5.2: Zone boundary protection 
SR 5.2 RE 1: Deny by default, allow by exception 
SR 5.2 RE 2: Island mode 
SR 5.2 RE 3: Fail close 
SR 5.3: General purpose person-to-person communication restrictions 
SR 5.4: Application partitioning 
SR 7.1: Denial of service protection 
SR 7.1 RE 1: Manage communication loads 
SR 7.1 RE 2: Limit DoS effects to other systems or networks 
SR 7.2: Resource management 
SR 7.6: Network and security configuration settings 
SR 7.6 RE 1: Machine-readable reporting of current security settings 
SR 7.7: Least functionality 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

4: Security Policy 

4.1: Cyber Security 
Policies 

4.2: Asset & Data Usage 

4.3: Security Policy 
Reviews  

Section 5: Information Security 
Polices 

Section 8.1.3: Acceptable use 
of assets 

No direct mapping No direct mapping No direct mapping 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

5: Physical & Environmental Security 

 5.1: Physical Security 
Parameters 

5.2: Physical Entry 
Controls 

5.3: Securing Offices, 
Rooms and Facilities 

Section 11: Physical and 
Environmental Security 

Section 11.1.1: Physical 
security perimeter 

Section 11.1.2:   Physical entry 
controls 

Section 11.1.3: Securing 
offices, rooms and facilities  

No direct mapping P4: Both physical and Logical 
access to OT systems should be 
restricted. 

No direct mapping 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

6: Information Security Awareness 

6.1: Awareness, 
Education and Training 

Section 7.2.2: Information 
security awareness, education 
and training 
Section 6.2: Mobile devices 
and teleworking 
Section 12.2: Protection from 
malware 
Section 15: Supplier relations 
Section 16.1.6: Learning from 
information security incidents 

AT-1: Security Awareness and 
Training Policy and Procedures 
AT-2: Security Awareness Training 
AT-3: Role-Based Security Training 
AT-4: Security Training Records 
IR-2: Incident Response Training 
SA-11: Developer Security Testing and 
Evaluation 
SA-16: Developer-Provided Training 
PM-13: Information Security 
Workforce 
PM-14: Testing, Training, & Monitoring 
PM-16: Threat Awareness Program 

No direct mapping No direct mapping 
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Sub-Domain 
ISO27002 
Mapping 

NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

7: Detect & Respond 

7.1: Coverage and 
Depth of Detection 
Capability (Endpoint, 
Network and 
Behaviour) 
7.2: Analysis, 
Investigation and 
Discovery 
7.3: Management of 
Detection Capability 
7.4: Incident 
Management 
Planning 
7.5: Response 
Capability 
7.6: Testing and 
Exercising 
7.8: Business 
Continuity 
7.9: Data Recovery 
7.10: Root Cause 
Analysis and Lessons 
Learnt 
 

 
 

Section 12.3: 
Backups 
Section 12.4: 
Logging and 
monitoring 
Section 16: 
Information 
security incident 
management 
Section 17: 
Information 
security aspects 
of business 
continuity 
management 

AU-2: Audit Events 
AU-3: Content of Audit Records 
AU-4: Audit Storage Capacity 
AU-5: Response to Audit Processing Failures 
AU-6: Audit Review, Analysis, and Reporting 
AU-7: Audit Reduction and Report Generation 
AU-8: Time Stamps 
AU-9: Protection of Audit Information 
AU-10: Non-repudiation 
AU-11: Audit Record Retention 
AU-12: Audit Generation 
AU-13: Monitoring for Information Disclosure 
AU-14: Session Audit 
CA-7: Continuous Monitoring 
CP-9: Information System Backup 
CP-10: Information System Recovery and Reconstitution 
IR-1: Incident Response Policy and Procedures 
IR-2: Incident Response Training 
IR-3: Incident Response Testing 
IR-4: Incident Handling 
IR-5: Incident Monitoring 
IR-6: Incident Reporting 
IR-7: Incident Response Assistance 
IR-8: Incident Response Plan 
IR-10: Integrated Information Security Analysis Team 
SI-4: Information System Monitoring  

D1: Means for the monitoring of 
normal operations of OT 
systems should be provided, 
based on continuous and/or on-
demand self-diagnostics and 
connection quality and/or 
network performance 
monitoring tools should be 
available at least on networks 
connecting OT systems of 
Category II and III and on 
networks connecting IT 
systems to OT systems of 
Category II and III. 
R1: Impact of cyber incidents 
should be contained to the 
network zone of origin.  
 R2: Minimize by isolating the 
extension of possible disruption 
to OT system which affects the 
availability of safety critical 
functions. 
RC1: Equipment should be 
designed to support back-up 
and restoration of OT systems 
to restore the ship to a safe 
condition in a timely manner. 

SR 2.8: Auditable events 
SR 2.8 RE 1: Centrally managed, system-wide audit trail 
SR 2.9:  Audit storage capacity 
SR 2.9 RE 1: Warn when audit record storage capacity threshold 
reached 
SR 2.10: Response to audit processing failures 
SR 2.11: Timestamps 
SR 2.11 RE 1: Internal time synchronization 
SR 2.11 RE 2: Protection of time source integrity 
SR 2.12: Non-repudiation 
SR 2.12 RE 1: Non-repudiation for all users 
SR 3.3: Security functionality verification 
SR 3.3 RE 1: Automated mechanisms for security functionality 
verification 
SR 3.3 RE 2: Security functionality verification during normal 
operation 
SR 5.1: Network segmentation 
SR 5.1 RE 1: Physical network segmentation 
SR 5.1 RE 2: Independence from non-control system networks 
SR 5.1 RE 3: Logical and physical isolation of critical networks 
SR 6.1: Audit log accessibility 
SR 6.1 RE 1: Programmatic access to audit logs 
SR 6.2: Continuous monitoring 
SR 7.3: Control system backup 
SR 7.3 RE 1: Backup verification 
SR 7.3 RE 2: Backup automation 
SR 7.4: Control system recovery and reconstitution 
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Sub-Domain ISO27002 Mapping NIST 800-53 Mapping IACS 166 Mapping IEC 62443-3 Mapping 

8: Assurance 

8.1: Penetration Testing 
8.2: Risk Management 
8.3: Vulnerability 
Management 
8.4: Vulnerability Testing 
8.5: Change 
Management 
8.6: Crisis Management 
8.7: 3rd Party 
Management  

Section 12.1.2: Change 
management 
Section 12.6: Technical 
vulnerability management 
Section 15: Supplier relations 
Section 18.2.3: Technical 
compliance review 

CA-2: Security Assessments 
CA-5: Plan of Action and Milestones 
CA-6: Security Authorization 
CA-8: Penetration Testing 
RA-6: Technical Surveillance 
Countermeasures Survey 
SI-6: Security Function Verification 
PM-6: Information Security Measures 
of Performance 
PM-14: Testing, Training, & Monitoring 

No direct mapping SR 3.3: Security functionality verification 
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8 Appendix C: IACS Mappings 

IACS Cyber Recommendation 166 Nettitude LR Cyber ShipRight (New Builds) 

7.1 Asset Identification  
 

7.1.1 Inventory of Computer based systems Designed Capability Level 1 
 

7.1.2 System Documentation Designed Capability Level 4 
 

7.1.3 Risk Assessment Designed Capability Level 4 

 7.2 Communication and interfaces   
 

 
7.2.1 Requirements Designed Capability Level 2 

 7.3 Network   
 

 
7.3.1 Equipment standards Designed Capability Level 2 

 
7.3.2 Design requirements Designed Capability Level 4  
7.3.3 Installation requirements Designed Capability Level 3 

 
7.3.4 Control, Monitoring and alarm Designed Capability Level 3 

 
7.3.5 Segregation and segmentation of network Designed Capability Level 4  
7.3.6 Network protection safeguards Designed Capability Level 4 

 
7.3.7 Cyber incident detection safeguards Designed Capability Level 4  
7.3.8 Network and system Recovery Measures Designed Capability Level 3  
7.3.9 Protection devices Designed Capability Level 3 

 
7.3.10 Integration Designed Capability Level 4  
7.3.11 Cyber Incident Response measure Designed Capability Level 4 

 7.4 Computer based system Physical Access control   
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IACS Cyber Recommendation 166 Nettitude LR Cyber ShipRight (New Builds) 
 

7.4.1 Installation Designed Capability Level 2 
 

7.4.2 Physical security perimeter Designed Capability Level 2 
 

7.4.3 Measures to restrict physical access to secure areas Designed Capability Level 3  
7.4.4 Equipment Designed Capability Level 4 

 
7.4.5 Cabling Designed Capability Level 1  
7.4.6 Use of mobile devices and portable storage devices Designed Capability Level 2 

 
7.4.7 Equipment to restrict physical access Designed Capability Level 3 

 7.5 Software Assurance   
 

 
7.5.1 Design & Development Requirements Designed Capability Level 2 

 
7.5.2 Software maintenance Designed Capability Level 3 

 7.6 Remote Access (from locations not onboard the ship)   
 

 
7.6.1 Ship to shore interface Designed Capability Level 4 

 
7.6.2 Configuration of network devices Designed Capability Level 4  
7.6.3 Remote maintenance Designed Capability Level 3 

 7.7 Data Quality   
 

 
7.7.1 Data security Designed Capability Level 2  
7.7.2 Data Categorisation Designed Capability Level 3 

 
7.7.3 Secured and encrypted data Designed Capability Level 4 

 
7.7.4 Data storage Designed Capability Level 4 

 7.8 System Recovery   
 

 
7.8.1 Manual Operation Designed Capability Level 2  
7.8.2 Design recommendations for machinery systems Designed Capability Level 4 
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9 Revision History 

Version Issue Date Issued by Comments 

2.0 27 October 2020 LR/Nettitude Final version for external publishing 
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