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HERE

 
 

The security of your information and data is critical. 
From technological to human risks, our specialist 
assessors and trainers will ensure that your 
system is compliant and effective; and your 
business protected.

Assurance with Lloyd’s Register. 
Good for business.

Solutions guide

INFORMATION SECURITY



Information Security.  A crucial element 
of your security ecosystem.
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For any organization, information 
security exists as part of a wide-ranging 
and complex security ecosystem. If any 
part of that ecosystem is neglected, it can 
have a significant knock-on impact that 
puts your organization at the mercy of 
increasingly malicious threats which

pose a substantial risk to your business 
and your stakeholders.

When it comes to information, the threat 
landscape continually shifts and
evolves to keep pace with technological 
advancement. As such, the challenge 

Regardless of size and sector, the threat landscape is changing for all businesses.

of keeping your information secure is 
unprecedented. 

Investment in prevention, detection, and 
training is now essential, as is finding a 
trusted partner to deliver both long-
lasting value and solutions that help 
protect your business.

Types of attacks experienced by businesses

Source: Ponemon Institute1 

64% 

of companies claim misuse 
of information by a third party
is their biggest concern.

ONLY 35% 

of companies have a list of third parties 
they share information with.

Source: Ponemon Institute3 Source: Ponemon Institute3

The GDPR has set a high benchmark for 
privacy and many other countries are set 
to follow suit.

66%
of companies believe they will need to 
comply with similar regulations to 
the GDPR, irrespective of their 
location.

Source: Ponemon Institute2

82% 
of companies predict 
unsecured IoT devices 
are likely to cause a 
data breach in their 
organization. 

80% 
say such a 
breach could be 
catastrophic. 

IOT

Source: Ponemon Institute2
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Why work with LR?
Together with our award-winning cybersecurity business, Nettitude, Lloyd’s 
Register provides a 360⁰ suite of information and cybersecurity products.

A 360⁰ approach to information and cybersecurity.

We understand that people sit at the 
heart of a successful business. Your 
customers, suppliers, and employees 
all place their information in your hands 
and expect you to do everything in your 
power to protect it. 

That’s why we go beyond compliance, 
diving deeper into your business to 
emerge with meaningful insights and 
smarter solutions.

Our assessors and trainers are industry 
experts who work with you to 

understand what helps your business to 
operate at its optimum level.  
They create longlasting value through 
collaboration, delivering a greater impact 
on your business, your people, and your 
customers. The organizations we work 
with tell us that this is what makes us 
stand out from our competitors.
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Managed security
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Governance, risk
& compliance

Incident
response

Threat 
intelligence

Security testing
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How can we help? 

Lloyd’s Register

ISO 27001: 
The foundation of your 
information security 
strategy
ISO 27001 sits at the heart of our 
information security offering. 
Regardless of the size of your business
or the sector you operate in, ISO 27001 
provides a best practice framework to
identify, analyze, and then implement
controls to manage information security
risks and safeguard business-critical
data. Third-party certification against
ISO 27001 shows that your organization
takes information security seriously
and provides a competitive edge to 
win new business and retain existing 
customers.

Reinforce your 
information security 
management system
Effective information security doesn’t 
stop with ISO 27001 certification. 
We offer services against a range of 
other sector-specific standards that 
will complement and strengthen your 
information security management 
system (ISMS). Depending on your 
risk profile, we can provide a tailored 
combination of products to optimize 
your system and your experience 
– allowing your business to benefit 
from cost, time, and administration 
efficiencies.

Cybersecurity isn’t 
one size fits all
Your threat landscape is as unique 
as your business. Your risk profile 
helps to determine the steps needed 
to safeguard your assets, resources, 
and data. High-risk environments 
require effective protection, detection, 

response, and recovery from cyber 
threats.

Nettitude provides a wide range of 
advanced cybersecurity services 
tailored to meet the needs of your 
unique operating environment, 
including penetration testing, 
vulnerability assessments, 24/7 
managed security services, incident 
response services, PCI compliance 
assessments, and more. 

Nettitude provides cybersecurity 
services to leading global businesses 
across a range of industries, including 
central banks, stock exchanges, and 
government agencies. Nettitude’s 
team of testers and consultants hold 
the highest technical qualifications 
available, and Nettitude is proud to 
be one of a handful of companies 
worldwide certified by CREST for several 
services and the first in the world for 
Security Operations Center (SOC) 
services. Nettitude is also a PCI ASV, 
PCI QSA, P2PE QSA, and PA QSA lead 
auditor, and an approved provider of 
Simulated Target Attack and Response 
(STAR) testing services.
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LR offers a wide range of services 
against the world’s leading information 
security standards and best practices.

ISO 27001

Manufacturing
Cyber Essentials

Telecoms
ISO 27011

Privacy & Data
Protection

ISO 27701
ISO 27018

IT Service 
Management
ISO/IEC 20000-1

Business 
Continuity

ISO 22301

Cybersecurity
ISO 27032

Penetration testing 
Incident response
 Managed services

Financial 
Transactions

PCI-DSS

Cloud
ISO 27017
ISO 27018

CSA STARTM

Training                                                                        Gap analysis                                                              Certification                              

 Managed security servicesPenetration testingIntegrated assessments

Incident response



Start here. Start now.
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Risk-based solutions

When it comes to information security, we understand that your 
organization has unique requirements. Whether you’re a small 
or medium-sized business looking to begin your information 
security journey or a large enterprise looking for additional 
levels of assurance, our team of experts will work closely with 
you to understand your specific needs. This process will allow us 
to provide you with a tailored solution designed to address the 
requirements of your organization and your industry.

Real business benefits

Our extensive portfolio of information security services allows 
us to identify solutions to your specific needs and deliver real 
business benefits to your company. For example, if you opt for 
certification against multiple information security standards, you 
can minimize costs and reduce the number of visits to your site. 
Plus, you’ll develop a long term relationship with an organization 
that already understands your business and ISMS, ensuring your 
experiences are focussed on what matters most.

ISO 27001
Information security management 
An ISO 27001 certified ISMS helps organizations manage 
the security of business-critical information through the 
adoption of best practice processes and controls.

ALL SECTORS INFORMATION SECURITY

ISO 27701 
Privacy information management  
ISO 27701 certification enables organizations to demonstrate 
compliance with privacy and data protection requirements and 
regulations, such as the GDPR and California Consumer Privacy 
Act (CCPA). It reduces complexity by integrating with ISO 27001 
and helps build trust regarding the management of personal 
information.

ALL SECTORS PRIVACY & DATA PROTECTION

ISO 27018 
Protection of personally identifiable 
information (PII) in the cloud 
ISO 27018 introduces controls related specifically to cloud 
privacy. This supports regulatory compliance and ensures 
organizations are in the best position to mitigate cloud-
based security risks.

CLOUD SERVICE PROVIDERS PRIVACY & DATA PROTECTION

ISO 27032  
Cybersecurity  
ISO 27032 certification helps an organization to implement
cybersecurity best practices. This better protects information 
against malicious threats, reinforces trust amongst third
parties, and ensures effective recovery processes are in 
place if incidents do occur.

ALL SECTORS CYBERSECURITY

ISO 27017 
Information security controls for cloud 
service providers and their customers

Unlike many standards, ISO 27017 provides controls for both 
cloud service providers and customers. This helps to make 
sure that cloud services achieve the same level of safety and 
security as any other information in a certified ISMS.

CLOUD SERVICE PROVIDERS CLOUD SECURITY

ISO 27011   
Information security controls for telecoms 
organizations  
ISO 27011 certification allows telecoms organizations to 
demonstrate that they have met baseline information 
security management requirements to address high-risk 
industry-specific threats and vulnerabilities.

TELECOMS INFORMATION SECURITY

CLOUD SERVICE CUSTOMERS
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ISO/IEC 20000-1 
IT service management

ISO 20000-1 certification helps organizations better 
manage their service life cycle - providing assurance to 
customers while optimizing internal processes and
productivity.

MANAGED IT SERVICE PROVIDERS IT SERVICE MANAGEMENT

CSA-STAR  
Cloud security  
CSA-STAR provides a comprehensive framework for cloud 
governance and security controls. It compliments other 
standards, such as ISO 27001. Certification ensures that 
cloud security risks have been identified and remediation 
strategies put in place.

CLOUD SERVICE PROVIDERS CLOUD SECURITY

ISO 22301  
Business continuity 
ISO 22301 certification indicates that an organization has a 
management system in place which protects them against 
unexpected events and ensures rapid recovery through clear 
and effective processes. This helps guarantee a consistent 
level of service. 

ALL SECTORS BUSINESS CONTINUITY

PCI-DSS   
Financial transactions
PCI-DSS was created to ensure businesses can process credit 
and debit card payments securely. This protects both businesses 
and consumers, reducing the likelihood of card fraud.

CARD PAYMENT PROCESSORS FINANCIAL TRANSACTIONS

DELIVERED BY NETTITUDE

Cyber Essentials / Cyber Essentials Plus 
Cybersecurity
Cyber Essentials allows organizations to demonstrate to 
their customers, suppliers, and insurers, as well as industry 
regulators, that they have undertaken essential precautions 
in minimizng cyber risk.

MANUFACTURING CYBERSECURITY

Penetration testing 
Cybersecurity
Penetration testing involves a simulated, real-world attack 
on an organization’s network or web applications. The aim is 
to identify vulnerabilities and provide recommendations to 
resolve the issues.

DELIVERED BY NETTITUDE

HIGH-TECH & TELECOMS CYBERSECURITY

DELIVERED BY NETTITUDE

Managed security services
Cybersecurity
Managed security services feature a blend of defensive and 
offensive security services designed to prevent, detect, and 
respond to active risks and threats.

HIGH-TECH & TELECOMS CYBERSECURITY

DELIVERED BY NETTITUDE

Start your journey
Speak to a member of the team +1 866  971 5772 
or  email inquiries-usa@lr.org to arrange a free 
consultation regarding your organization’s needs and 
start your journey towards improved information 
security.



About Lloyd’s Register:

We started out in 1760 as a marine classification society. 
Today, we’re one of the world’s leading providers of 
professional services for engineering and technology 
– improving safety and increasing  the performance of 
critical infrastructures for clients in over 75 countries 
worldwide. The profits we generate fund the Lloyd’s 
Register Foundation, a charity which supports science 
and engineering-related research, education, and public 
engagement around everything we do. All of this helps 
us stand by the purpose that drives us every single day: 
Working together for a safer world.

In a world of increasing complexity – overloaded with 
data and opinion – we know that our clients need more 
than technology to succeed. They need an experienced 
hand. A partner to listen, cut through the noise, and focus 
on what really matters to them and their customers. 
Our engineers and technical experts are dedicated to 
assurance. That means a commitment to embracing 
new technology, and a deep rooted desire to drive better 
performance. So we consider our customers’ needs with 
diligence and empathy, then use our expertise and over 
250 years’ experience to deliver the smart solution for 
everyone.

After all, there are some things technology 
can’t replace.

Start your journey.

Lloyd’s Register
1330 Enclave Parkway
Suite 200
Houston, TX 77077

Care is taken to ensure that all information provided is accurate and up to date. However,  
Lloyd’s Register accepts no responsibility for inaccuracies in, or changes to, information.

Lloyd’s Register is a trading name of Lloyd’s Register Group Limited and its subsidiaries. For 
further details please see www.lr.org/entities © Lloyd’s Register Group Limited 2020.

1 - https://keepersecurity.com/assets/pdf/Keeper-2018-Ponemon-Report.pdf 
2 - https://www.raytheon.com/sites/default/files/2018-02/2018_Global_Cyber_Megatrends.pdf 
3 - https://cdn2.hubspot.net/hubfs/2575983/Ponemon_report_Final%20(1).pdf

Get in touch
To start your journey, visit lr.org/en-us/iso-27001/  
or contact us at inquiries-usa@lr.org or  
+1 866-971-5772.

https://twitter.com/lloydsregister
https://www.linkedin.com/company/lloyd's-register/

