
UKCloud inspiring trust 
with its customers for 
protecting PII.



Formed in 2011 and headquartered 
in Farnborough, Hampshire, the 
company has grown to over 160 
employees, and has an enviable 
portfolio of accreditations and 
certifications to support its business 
objectives and professionalism.

Alongside a portfolio of public sector 
and vendor-based certifications, 
UKCloud has been certified by 
Lloyd’s Register (LR) to ISO 9001 for 
Quality Management, ISO 20000 for 
IT Service Management, ISO 27001 
for Information Security Management 
and has been awarded a statement 
of verification to ISO 27018:2014 for 
Personal Data in Cloud Environments.

UKCloud became the first company 
to achieve a statement of verification 
from LR for ISO 27018:2014.

Serving the public sector, UKCloud 
are committed to demonstrating the 
highest levels of governance and 
assurance to their customers and 
their accreditors. 

Why ISO 27018?
ISO 27018:2014 is the code of practice 
for the protection of personally 
identifiable information (PII) in the 
cloud. With information security 
breaches on the rise, users of cloud-
based services are looking for 
assurances that their PII is safe.  
ISO 27018 provides confidence in the 
cloud services provided. 

John Godwin, Director of Compliance 
& IA, UKCloud  said: “The delivery of 
secure IT services requires constant 
awareness of changes to best 
practice, developments in technical 
solutions and the ever-increasing 
range of threats and vulnerabilities 
that seek to compromise data. 
Without an established and accepted 
framework, promoting a risk-based 
approach, it would be difficult 
to ensure that such issues are 
being identified, understood and 
successfully managed.” 

The statement of verification to  
ISO 27018:2014 demonstrates 
UKCloud’s commitment to 
information security and protection 
of PII in the cloud. Providing a level of 
trust and independent certification is 
essential to UKCloud.

Jeff Northam, LR ICT Assessor, 
commented: “Information security 
is imperative to UKCloud and their 
whole business model relies on the 
assurance provided by certification.”

A key area to success for the 
statement of verification to ISO 27018 
was employee and top management 
support. 

UKCloud are committed to 
establishing and maintaining 
comprehensive and effective 
standards-based management 
systems. This approach has been 
endorsed and supported throughout 
the organisation including the 
Executive Team. All new personnel 
receive formal induction training as 
soon as they join the company, and 
receive refresher training sessions 
at regular intervals. A cross-section 
of all UKCloud employees also 
regularly participate in the external 
assessments undertaken by LR.

Jeff Northam said: “UKCloud are very 
switched on to certification and have 
excellent managerial support.  This  
means that their staff are also very 
security conscious.”

UKCloud provides assured, agile and value-based 
public cloud services, designed specifically to meet 
the needs of public sector organisations. 
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UKCloud explains the benefits 
and provides helpful tips for 
gaining ISO 27018



Why LR?
UKCloud chose LR for their statement 
of verification to ISO 27018 as they 
know that their customers seek the 
assurance of certificates issued by a 
UKAS-approved certification body and 
value LR’s international reputation as 
one of the leading certification bodies 
for ISO Standards.

UKCloud found LR to be an 
established, professional and effective 
means of demonstrating their ongoing 
compliance levels to our public sector 
customers. They have benefitted 
from using LR’s industry-leading 
methodology which has helped 

them improve their management 
systems providing efficiencies in the 
organisation.

John Godwin said: “LR’s scheduling 
team plans well in advance, so that 
assessment visits can be properly 
arranged. Our Compliance Team have 
also benefitted from attending ‘LR 
Live’ and informal networking events.”

LR’s experience, competency and 
unique methodology was seen as 
integral to UKCloud achieving their 
statement of verification.

John Godwin said: “Within a complex 
organisation, it’s important that 
an external assessor has both the 

experience and willingness to 
understand the business being 
assessed. We have found our LR 
assessors to be competent in this area, 
which allows for their assessments 
to be undertaken in the correct 
context and understanding the many 
dependencies and interactions 
between different areas of our 
company.

“We have always found LR assessment 
reports to be well structured and 
informative. The ease of cross-
reference to the applicable standards 
helps individuals to understand the 
context of the assessment that has 
taken place.”

UKCloud inspiring trust with its customers for protecting PII. 

Top tips for certification – a client perspective

UKCloud provided the following tips 
for organisations thinking about 
certification:

• Make sure your organisation 
understands the certification 
it is setting out to achieve, 
and is prepared to provide the 
management, resources, assets 
and time that will be required to 
complete the certification process 
successfully.

• Plan early. Purchase a copy of the 
applicable management system 
standard so that you can see 
exactly what is required, and what 
activities are likely to be assessed. 

• Resource carefully – do you have 
an in-house capability with the 
relevant experience to steer your 
certification programme to a 

successful conclusion? You may 
decide to ask LR to undertake a 
gap analysis to check if you are 
ready for the formal audit. 

• Assess your provider against other 
certification bodies like LR, and 
compare their professionalism, 
experience and supporting 
services against others to ensure 
your decision is justified.

• “It’s not about simply hanging 
a certificate on the boardroom 
wall.” A well-implemented 
management system will improve 
the efficiency of your organisation, 
demonstrate your capability and 
professionalism to customers, 
and help ensure that you are 
properly prepared for many of the 
challenges and risks facing today’s 
businesses.

LR’s scheduling 
team plans well in 
advance, so that 
assessment visits can 
be properly arranged. 
Our Compliance Team 
have also benefitted 
from attending  
informal networking 
events. 
John Godwin,  
Director of Compliance & IA, UKCloud
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About Lloyd’s Register: 

We started out in 1760 as a marine classification 
society. Today, we’re one of the world’s leading 
providers of professional services for engineering 
and technology – improving safety and increasing 
the performance of critical infrastructures for 
clients in over 75 countries worldwide. The 
profits we generate fund the Lloyd’s Register 
Foundation, a charity which supports science and 
engineering-related research, education and public 
engagement around everything we do. All of this 
helps us stand by the purpose that drives us every 
single day: Working together for a safer world.

In a world of increasing complexity – overloaded 
with data and opinion – we know that our clients 
need more than technology to succeed. They 
need an experienced hand. A partner to listen, cut 
through the noise and focus on what really matters 
to them and their customers. Our engineers and 
technical experts are dedicated to assurance. 
That means a commitment to embracing new 
technology, and a deep rooted desire to drive 
better performance. So we consider our customers’ 
needs with diligence and empathy, then use our 
expertise and over 250 years’ experience to deliver 
the smart solution for everyone.

After all, there are some things technology 
can’t replace.

https://www.lr.org/uk

