
Secure your business 
with ISO 27001.

Information is one of the most valuable assets for any organisation and when 
information security systems are not properly managed and maintained, 
organisations run the risk of sustaining serious financial and reputational losses. 
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Management 
commitment and support
There is a requirement for the 
motivation and direction to come 
from top management. They must 
be actively engaged in ensuring the 
direction of your ISMS and that it is 
compatible with your organisations 
strategy, as well as owning key 
aspects such as the policy and 
objectives. Success will come if 
management understands the reasons 
for implementing an ISMS and fully 
support its design and operation.

Develop a plan
Success is more likely if you develop a 
meaningful and realistic plan, measure 
performance against that plan and 
then be prepared to change it in the 
event of unforeseen circumstances. 

Understand the  
standard and your 
stakeholders
As with any project, to implement an 
ISMS you need to familiarise yourself 
with the standard. Understand the 
criteria that you must meet, the 
structure of the standard and hence 
the structure of your ISMS and 
associated documentation.

Having a clear understanding of why 
you are implementing the standard, 
as well as those who may impact or  
be impacted by your ISMS, will 
provide you with a clear insight into 
how your management system should 
be designed.

Management processes
These processes and top management’s 
understanding of these processes, are 
critical to the effective implementation 
of your ISMS:
• Having a clear understanding of 

your market, stakeholders, risks, 
objectives and strategy will help 
you define and understand your 
context whilst helping to drive your 
ISMS and the ethos of continual 
improvement

• Adequate resources (people, 
equipment, time and money) 
should be allocated to the 
development, implementation and 
monitoring of your ISMS

• Internal audit verifies that your 
management system is operating 
as intended and is identifying 
system nonconformities and any 
opportunities for improvement

Ten tips for ISO 27001 implementation
ISO 27001 aims to ensure that adequate controls are in place that address 
confidentiality, integrity and availability of data to safeguard the information of 
all interested parties. These include your customers, employees, trading partners 
and the needs of society in general and understanding their requirements is key 
when implementing an information security management system (ISMS). 

Lloyd’s Register has pulled together 10 tips for you to consider when  
implementing ISO 27001. 
 
 



• Management review provides the 
opportunity for top management to 
assess how well your management 
system is operating and supporting 
the business

• Make sure you have correctly 
trained and competent individuals 
within your organisation.

Define scope 
It is essential that the logical and 
geographical scope of your ISMS 
is accurately defined so that the 
boundaries of your information 
security management system  
and security responsibilities can  
be identified.

ISMS policy
Define your ISMS policy in terms of 
the characteristics of the business, 
the organisation, its location, assets 
and technology.

Risk assessment and risk 
management
The risk assessment is the foundation 
on which an ISMS is built. It provides 
the focus for the implementation of 
security controls and ensures that 
they are applied where they are most 
needed and most cost effective.

The process should consider the 
threats and vulnerabilities and 
any opportunities associated with 
the assets and the impact of their 
exploitation. Finally, you must 
determine the level of risk and identify 
the controls to be implemented to 
manage those risks.

Risk treatment
The risk assessment identifies risk 
levels which are then compared to the 
acceptable level of risk determined 
by your organisation’s security policy. 
Once they have been determined, 
implement controls to mitigate  
these risks.

Gap analysis
This assessor delivered activity offers 
the opportunity to focus on critical, 
high risk or weak areas of your system 
to create a certifiable system. It can 
also look at how existing management 
systems or procedures can be used 
within your chosen standard.

Certification
Certification is an external assessment 
of your information security 
management system to ensure that it 
meets the requirements of ISO 27001. 
It is typically a two-stage process 
consisting of a system appraisal and 
an initial assessment, the duration 
of which is dependent on the size, 
complexity and nature of your 
organisation.

How Lloyd’s Register can help
Lloyd’s Register (LR) recognises that 
every organisation and its ISMS 
are unique. At LR, we take time to 
understand the needs and unique 
circumstances of our clients and their 
businesses, to act with judgement, 
sensitivity and care. 

Our independence means that we are 
committed to doing things the right 
way to reach the highest standards 
and best outcomes for all, giving our 
clients confidence in our decisions 
every time.

Training
We provide practical ISO 27001 
training courses, led by trained and 
qualified tutors. Many of our courses 
are endorsed by relevant professional 
bodies and based on our experience 
of assessing management systems.

We offer both public and in-house 
training services including bespoke 
training solutions through our 
customised assurance services. 

Gap analysis
This assessor-delivered activity 
enables you to focus on critical, high 
risk or weak areas of your system 
prior to your formal assessment visit. 
Whether you are in the early stages 
of implementing your ISMS or are 
looking for a ‘dry run’, the scope can 
be decided by you.

Assessment and certification
We specialise in management systems 
compliance, all underpinned with 
expert advice designed to meet the 
needs of your industry. We explore 
every problem thoroughly with exact, 
analytical precision. 

We leave no stone unturned and 
no questions unanswered, to draw 
accurate conclusions.

Technical expertise
Our experienced assessors are 
industry specialists who are matched 
with your business needs, enabling 
an effective and robust audit of 
your system. We are experts in 
understanding the potential in 
cutting-edge ideas and applying 
this pragmatically in ways which 
guarantee an impact today and in  
the future.
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About Lloyd’s Register: 

We started out in 1760 as a marine classification 
society. Today, we’re one of the world’s leading 
providers of professional services for engineering 
and technology – improving safety and increasing 
the performance of critical infrastructures for 
clients in over 75 countries worldwide. The profits 
we generate fund the Lloyd’s Register Foundation, 
a charity which supports science and engineering-
related research, education and public engagement 
around everything we do. All of this helps us stand 
by the purpose that drives us every single day: 
Working together for a safer world.

In a world of increasing complexity – overloaded 
with data and opinion – we know that our clients 
need more than technology to succeed. They 
need an experienced hand. A partner to listen, cut 
through the noise and focus on what really matters 
to them and their customers. Our engineers and 
technical experts are dedicated to assurance. 
That means a commitment to embracing new 
technology, and a deep rooted desire to drive better 
performance. So we consider our customers’ needs 
with diligence and empathy, then use our expertise 
and over 250 years’ experience to deliver the smart 
solution for everyone.

After all, there are some things technology 
can’t replace.

Get in touch
W lr.org/uk 
E  enquiries.uk@lr.org
T 0800 783 2179
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