
How to implement 
ISO 27001 and why it’s 
good for your business.
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When information security systems 
are not properly managed and 
maintained, organisations run the 
risk of sustaining serious financial 
and reputational losses. Ensuring 
your organisation has the right 
controls in place to reduce the risk of 
serious data security threats, you are 
protecting your organisation.

ISO 27001 aims to ensure that 
adequate controls are in place that 
address confidentiality, integrity and 
availability of data to safeguard the 
information of all interested parties. 

These include your customers, 
employees, trading partners and 
the needs of society in general. 
Understanding their requirements 
is key when implementing an 
information security management 
system (ISMS). 

An ISMS compliant to ISO 27001 can 
help you demonstrate to trading 
partners and customers alike that you 
take information security seriously. 
ISO 27001 certification becomes an 
public and independent statement of 
your organisation’s commitment to 
managing information security risks.

This article provides some practical 
guidance and advice for those 
who have been tasked with the 
implementation of an ISMS and 
gaining certification to ISO 27001.

Implementing ISO 27001 

In addition to the normal commercial 
need to protect confidential 
information, there are recent events 
in the regulatory and corporate 
governance fields (Sarbanes-Oxley, 
Cobit, etc.) that have placed ever 
more demanding requirements on 
the integrity of your corporate and 
financial information. 

Information is one of the most valuable assets for 
any organisation. In today’s hyper-connected world, 
organisations are exposed to large scale information 
security threats and destructive cyberattacks, regardless 
of size, industry, or geographical location. 
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The implementation of an ISMS 
provides an assurance that security 
issues are being addressed in 
accordance with accepted best practice. 
Having your management system 
certified to ISO 27001 by an accredited 
third-party certification body provides 
an independent and unbiased view of 
the appropriateness and effectiveness 
of your ISMS and demonstrates your 
information security capabilities to the 
outside world. 

The OECD Guidelines 

The Organisation for Economic 
Cooperation and Development 
(OECD) published guidelines for the 
Security of Information Systems 
and Networks in an aim to raise 
awareness on information security 
risks; the policies, practices, 
measures and procedures available to 
address those risks; and the need for 
their adoption and implementation. 

The nine principles of these 
guidelines apply to all operational 
levels that govern the security of 
information systems and networks. 
The Plan-Do-Check-Act (PDCA)  
cycle in ISO 27001 provides 
organisations with a best-practice 
framework for implementing 
information security controls that are 
aligned to these principles. 

Information security awareness 
ISO 27001 stipulates that all staff 
and contractors should be aware of 
the information security need for all 
systems and networks and how they 
can enhance security. 

Information security 
responsibilities
When implementing ISO 27001, 
the standard stipulated that all 
employees and contractors should 
understand that information  
security responsibilities start and 
stops with them. 

Respond to information  
security breaches 
If is the responsibility of the 
information security team to act in a 
timely manner to prevent, detect and 
respond to security incidents.

Risk assessment methodology 
The information security team should 
conduct regular risk assessments to 
determine the acceptable level of risk 
and then manage those risks which 
fall outside of these criteria.

Security design and 
implementation
The information security management 
team should incorporate security as 
an essential element of information 
systems and networks.

Security management
The information security 
management team should adopt a 
comprehensive approach to security 
management to ensure the ISMS 
embraces all systems, networks and 
people within the organisation.

Continual improvement
The ISMS should be reviewed 
and reassessed and appropriate 
modifications made to security 
policies, practices, measures and 
procedures.

Getting started 

Whatever the current state of  
your organisation, the starting point 
for implementing an ISMS is to  
obtain management commitment 
and support. 

There is now a requirement for 
motivation and direction to come 
from top management and for them 
to be actively engaged. They need 
to ensure the direction of the ISMS 
and its compatibility with your 
organisation’s strategy, and make 
sure they own the key aspects such as 
the policy and objectives. 

Success will come if management 
understands the reasons for 
implementing an ISMS and fully 
support its design and operation. 

Planning for success 

Just like any project you take on, 
success is more likely if you develop 
a meaningful and realistic plan, 
measure performance against 
the plan and then be prepared to 
change it in the event of unforeseen 
circumstances. 

The plan should recognise that 
developing the management system 
will require time and effort and top 
management should provide adequate 
resources. Overall responsibility 
for information security lies with 
top management and often the IT 
department, but information security 
has a wider impact than just IT systems. 
It also includes personnel, security, 
physical security and legal compliance. 

If your organisation already has an 
established quality management 
system in place then as ISO 27001 
is aligned with ISO 9001:2015, this 
experience should be harnessed to 
provide a foundation for the ISMS. 

Trade associations and organisations 
that have already achieved 
certification can be good sources 
of information on getting started 
and can provide opportunities to 
compare experiences. You may also 
like to consider attending an ISO 27001 
training course, where you will be able 
to discuss information security issues 
with other delegates and your tutor. 
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Understand the standard 

The first step is to familiarise yourself 
with the standard, understand the 
criteria that you have to meet, the 
structure of the standard and hence 
the structure of your ISMS and 
associated documentation.  
The standard is in two parts:

1. ISO 27002 is not a standard itself, 
but a code of practice that 
describes security objectives and 
controls that may be selected and 
implemented to manage specific 
risks to information security. 

2. ISO 27001 is the management 
system specification that defines 
the requirements you need to 
address to implement an ISMS and 
against which your certification 
body will audit you during the 
certification assessment. 

The ISO 27001 specification includes the 
common elements of all management 
systems; policy, leadership, planning, 
operation, management review, and 
improvement. It also contains a section 
specifically aimed at the identification 
of risks to your information and the 
selection of suitable controls with 
checks against a standard set (Annex A). 

What next? 

There are two main elements to an 
ISMS and these can be tackled as 
two distinct activities. ISO 27001 
requires the establishment of an 
ISMS to identify and document the 
security requirements specific to your 
business. 

The standard also requires the 
management processes needed 
to demonstrate management 
commitment, responsibility and 
control to be defined, i.e., leadership, 
context, management review and 
improvement.

Management processes 

These processes are critical to the 
effective implementation of an ISMS. 
If your organisation already operates 
a ISO 9001:2015 management system, 
these processes will be familiar 
to you. If this is the case, then the 
most efficient way forward is to 
integrate the information security 
requirements into your existing 
management system. This ensures 
that appropriate information security 
expertise is available when and  
where required. 
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If you are implementing these 
processes for the first time, 
consider the overall intent of 
these management requirements. 
Ensure top management buy-in as 
they have a significant impact and 
responsibility for the effectiveness 
of the management system and the 
ISMS has to be driven by them. 

Adequate resources (people, 
equipment, time and money) should 
be allocated to the development, 
implementation and monitoring 
of the ISMS. Internal audits verify 
that the management system is 
operating as intended and identifies 
opportunities for improvement. 

The management review provides the 
opportunity for top management to 
assess and understand how well the 
management system is operating and 
supporting the business. You may find 
it useful to link these management 
processes to the Control Objectives 
in Annex A; as many of the controls 
complement the management 
requirements of ISO 27001. 

Define the scope 

It is essential that the logical and 
geographical scope of the ISMS 
is accurately defined, so that the 
boundaries of your information 
security system and security 
responsibilities can be identified.  
The scope should identify the  
people, places and information 
covered by the ISMS. 

Once you have defined and 
documented the scope, then the 
information assets covered by the 
scope can be identified, along with 
their value and owner. 

ISMS policy 

The requirements relating to the ISMS 
policy are addressed in both  
ISO 27001 (5.2) and ISO 27002, but 
there is also reference to the policy 
in other requirements of ISO 27001 
and in Annex A, which provides 
indications of what the policy  
should contain. 

For instance, the ISMS objectives 
must be consistent with the ISMS 
policy (6.2). Other policies will be 
required to meet certain control 
objectives. 

Risk assessment and risk 
management 

Risk assessment is the foundation 
on which an ISMS is built. It provides 
the focus for the implementation of 
security controls and ensures that 
they are applied where they are most 
needed, are cost effective and, just as 
importantly, are not applied where 
they are least effective.

The risk assessment helps to 
answer the question, ‘How much 
security do we need?’ One of the key 
considerations of risk management is 
that risk needs to be considered in a 
positive and negative light. 

Risk is considered to be the effect 
of uncertainty on objectives, so it 
is vital in risk management that 
the opportunities for you to take 
advantage of, are also considered. 
The risk assessment involves all 
owners of information assets. You 
are unlikely to be able to conduct an 
effective risk assessment  
without them. 

The first step is to decide on, 
then document, a method of risk 
assessment. There are proprietary 
methods available, normally 
computer-based, such as CRAMM. 
ISO 31000 gives more information to 
enable an organisation to select or 
develop a method suitable to their 
own structure and complexity of 
information systems.

The risk assessment process 
involves identifying and valuing the 
information assets. The valuation 
may be more than just financial and 
consider such things as reputational 
damage and compromise of 
regulatory compliance (this is where 
your context has an important 
influence). 

The process should also consider 
the threats and vulnerabilities 
and any associated opportunities 
with the assets and the impact 
of their exploitation. Finally, you 
must determine the level of risk 
and identify the controls to be 
implemented to manage those risks. 

The identification of threats, 
vulnerabilities and their impacts must 
consider the security environment. 
For example, the threat of denial of 
physical access to the premises is 
greater for an organisation based 
on an industrial estate next to a 
petrochemical plant than it is for an 
office on a small urban office park.

Likewise, the threat of credit card 
data theft is greater than theft of 
daily production data of a small 
engineering company. 
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Risk treatment 

The risk assessment identifies risk 
levels which are then compared to the 
acceptable level of risk determined 
by the organisation’s security policy. 
Appropriate actions are taken to 
manage risks which are above the 
acceptance level, with the possible 
actions being: 

 • Implementing security controls 
selected from Annex A to reduce 
the risk to an acceptable level. The 
risk level should be recalculated to 
confirm that the residual risk is 
below the acceptance level. The 
selected controls are recorded in 
the Statement of Applicability, 
which should include the 
justification for the inclusion or 
exclusion of each control, status 
and provide traceability to the risk 
assessment

 • Accepting the risk in accordance 
with the management’s policy and 
criteria for risk acceptance. There 
may be instances where residual 
risk is above the acceptance level 
after action has been taken, in 
which case the residual risk should 
also be subject to the risk 
acceptance process. A record of the 
management’s acceptance of risk 
should be maintained 

 • Removing the risk by changing the 
security environment. For 
example, installing secure 
applications where vulnerabilities 
have been identified in data 
processing applications or maybe 
moving physical assets to a higher 
floor, if there is a risk of flooding. 
Such decisions need to take 
account of business and financial 
considerations. Again, the residual 
risk should be recalculated 
following risk removal actions

 • Transferring the risk by taking out 
appropriate insurance or 
outsourcing the management of 
physical assets or business 
processes. The organisation 
accepting the risk should be aware 
of, and agree to accept, their 
obligations. Contracts with 
outsourcing organisations should 
address the appropriate security 
requirements. 

The risk treatment plan is used to 
manage the risks by identifying the 
actions taken and planned, plus the 
timescales for the completion of 
outstanding actions. The plan  
should prioritise the actions and 
include responsibilities and detailed 
action plans. 

Certification

Not all certification bodies are made 
the same. When selecting the body 
you want to work with, ensure they 
are accredited by a national body. In 
the UK, this is the United Kingdom 
Accreditation Service (UKAS). Visit its 
website (www.ukas.com) for further 
information on accreditation. 

Certification is an external validation 
of your management system, to 
ensure that it meets the requirements 
of ISO 27001:2013, the internationally 
recognised, information security 
management system standard. Your 
choice of certification body will also 
say a lot to your customers about 
how seriously you take management 
systems. You need to choose a 
certification body that can help you 
develop your management system to 
realise its potential. 

All Lloyd’s Register (LR) assessors 
go through a rigorous selection and 
training programme, followed by 
continual professional development. 
This gives you the assurance that 
by choosing LR as your certification 
body, you will get a thorough but  
fair assessment, supporting the 
ongoing development of your 
management system. 

In addition, as the LR brand is 
recognised globally, it will provide 
purchasers anywhere in the world, 
with the confidence that your 
management system meets the 
requirements of ISO 27001.
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How Lloyd’s Register can help
Lloyd’s Register (LR) recognises 
that every organisation and its 
ISMS are unique. At LR, we take 
time to understand the needs and 
unique circumstances of our clients 
and their businesses, to act with 
judgement, sensitivity and care. 

Our independence means that we are 
committed to doing things the right 
way to reach the highest standards 
and best outcomes for all, giving our 
clients confidence in our decisions 
every time.

Training
We provide practical ISO 27001 
training courses, led by trained and 
qualified tutors. Many of our courses 
are endorsed by relevant professional 
bodies and based on our experience 
of assessing management systems.

We offer both public and in-house 
training services including bespoke 
training solutions through our 
customised assurance services. 

Gap analysis
This assessor-delivered activity 
enables you to focus on critical, high 
risk or weak areas of your system 
prior to your formal assessment visit. 
Whether you are in the early stages 
of implementing your ISMS or are 
looking for a ‘dry run’, the scope can 
be decided by you.

Assessment and certification
We specialise in management 
systems compliance, all underpinned 
with expert advice designed to 
meet the needs of your industry. We 
explore every problem thoroughly 
with exact, analytical precision. 
We leave no stone unturned and 
no questions unanswered, to draw 
accurate conclusions.

Technical expertise
Our experienced assessors are 
industry specialists who are matched 
with your business needs, enabling 
an effective and robust audit of 
your system. We are experts in 
understanding the potential in 
cutting-edge ideas and applying 
this pragmatically in ways which 
guarantee an impact today and in the 
future.

About Lloyd’s Register

We started out in 1760 as a marine 
classification society. Today, 
we’re one of the world’s leading 
providers of professional services 
for engineering and technology – 
improving safety and increasing the 
performance of critical infrastructures 
for clients in over 75 countries 
worldwide. 

The profits we generate fund the 
Lloyd’s Register Foundation, a 
charity which supports science 
and engineering related research, 
education and public engagement 
around everything we do.

All of this helps us stand by the 
purpose that drives us every single 
day: Working together for a safer 
world.

In a world of increasing complexity 
– overloaded with data and opinion 
– we know that our clients need 
more than technology to succeed. 
They need an experienced hand. 
A partner to listen, cut through 
the noise and focus on what really 
matters to them and their customers. 
Our engineers and technical experts 
are dedicated to assurance. That 
means a commitment to embracing 
new technology, and a deep-rooted 
desire to drive better performance. 
So we consider our customers’ 
needs with diligence and empathy, 
then use our expertise and over 250 
years’ experience to deliver the smart 
solution for everyone.

After all, there are some things 
technology can’t replace.
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Get in touch
W lr.org/uk 
E  enquiries.uk@lr.org
T 0800 783 2179
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