
Improving performance, 
reducing risk

Top       ways your employees get 
hacked and how to prevent them

Our reliance on the internet and data connectivity makes it 
difficult to imagine life without it. 

Research shows that on average we spend 6.7 hours a day 
online1, and with the proliferation of the Internet of Things, 
chances are few of us are keeping pace with the information 
we share and how we share it.
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1 https://www.slideshare.net/wearesocialsg/digital-in-2017-global-overview



What ISO 27001 certification means 
for your organisation
When information security systems are not properly managed 
and maintained, organisations run the risk of sustaining serious 
financial and reputational losses.

ISO 27001 can help ensure your organisation has the right 
controls in place to reduce the risk of serious data security 
threats and avoid any system weaknesses from being exploited.

Contrary to popular belief, small businesses are far more susceptible 
to cyber attacks than large organisations, making up close to 50% of 
all cyber attacks2. When we consider that employees carry sensitive 
business data on their laptops, smartphones, and tablets 56% of 
the time3, the adoption of some form of cyber security best practice 
becomes essential to safeguarding your organisation’s resilience.

A formal framework for organisation-
wide implementation is the international 
information security management system 
(ISMS) standard ISO 27001 (Information 
technology – Security techniques – 
Information security management 
systems – Requirements). It provides 
organisations a best practice framework 
to identify, analyse and then implement 

controls to manage information security 
risks and safeguard the integrity of 
business-critical data. 

Even before your organisation formally 
gets certified to ISO 27001, you can 
already start to embed a culture of ‘cyber 
awareness’ amongst your employees. 

Here are the top five ways employees 
can get hacked, and simple habits 
employees can implement to strengthen 
your organisation’s resilience to the 
threat of cyber attacks.

2 http://www.inc.com/joseph-steinberg/small-businesses-beware-half-of-all-cyber-attacks-target-you.html
3 http://blog.trendmicro.com/trendlabs-security-intelligence/the-weakest-link-in-data-protection-infographic/

Small business is big business 
for cyber criminals
50% of all cyber attacks target small 
businesses. Hackers take advantage 
of the commonly held belief that 
small businesses do not have the 
same level of cyber defence that 
large organisations do.
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Several different types of email phishing attacks are used depending on the target victim: 

There is also voice phishing (or vishing), 
where the attacker solicits financial or 
personal details over the phone by posing 
as authorities using fear tactics, and SMS 

Email phishing1
Phishing is one of the most 
common techniques used by cyber 
criminals to trick people online. 

Mass-scale phishing 
 
Attackers cast a wide net of 
attacks in the hopes someone 
falls prey

  Spear phishing 

Tailored attacks targeted at 
a specific group or individual 
using personal details

  Whaling 

A form of spear phishing that 
targets key executives within an 
organisation, such as a CEO or CFO
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  Email phishing targets

Fraudsters try to extract sensitive personal 
information and install malicious software 
on devices through email. 

2 Social media phishing
Social media sites are the perfect breeding ground for cyber criminals. Earlier reports 
estimated annual costs of cyber crime in the US alone could reach US$100 billion. 

This is probably because we interact 
on social media under a false sense 
of privacy and familiarity when we 
connect with people we already know.

If your organisation has teams 
dealing with social media heavily as 
part of their daily work, such as the 
Customer Service, Digital Marketing 
or Communications departments, 
they need to be made aware of how 
to identify potentially harmful posts. 
The repercussions of fraudsters using 
your organisation’s brand to scam real 
customers can be extremely damaging, 
not just financially but also in terms 
of reputation.

“ We have always used ISO 27001 and Cyber 
Essentials compliant data centres to host 
our platform, and have adhered to internal 
procedures that have demanded high levels of 
information security. This accreditation further 
strengthens our position as trusted partners.”

David Cocks 
CEO of CloudTrade

phishing (or smishing) where fraudsters 
use text messages to trick people into 
revealing private information or infect 
their smartphones with malware. 
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Public WiFi hotspots
Public WiFi networks are everywhere – 
coffeeshops, hotels, airports, and other 
public areas. Even the more ‘cyber 
aware’ of your employees may fall prey 
to their need to stay connected and 
link up to unsecure WiFi networks.  

3
Data transmitted over an unsecured 
public WiFi network can easily be 
hacked by someone else on the same 
network. Once in, attackers can access 
devices remotely – from personal 
photos to that highly confidential 
email from your CFO. 

If hackers get hold of passwords, 
they will use that to access other 
accounts including social media 
profiles, from which they engage 
in more serious breaches like 
online identity theft.

Online transactions, mobile apps, 
and software downloads

We tend to take for granted that 
‘harmless’ online activities like 
downloading software, processing 
payments, and accessing work-related 
data on our smartphones do not pose 
cyber security risks.

Often, employees are unaware of the 
risks, and could inadvertently install 
malware to company-issued devices 
or give hackers cyber criminals access 
to company networks.

“The decision to undertake ISO 27001 certification 
was never solely about successful certification. 

 It was about strengthening our growing business 
and its activities, to provide the levels of resilience, 
confidence and trust expected by those customers 
who use our services.”
John Hall 
CEO of MyLife Digital
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5 Rogue employees
We tend to let our guard down when it comes to our workplace devices. 

Whilst for the most part we trust our 
colleagues, with cyber espionage on 
the rise, we all need to be aware of the 

possibility that we could be sharing an 
office with a rogue employee trying to 
compromise the organisation’s IT systems.
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If like 74% of companies you believe that employees are your weakest link 
in terms of cyber security, then your company’s chances at staying resilient 
increase considerably when employees are equipped with the right tools to 
protect themselves and the organisation’s digital assets.

How to safeguard 
your organisation from 
cyber attacks

Consider these basic tips to strengthening your organisation’s cyber resilience:

Mandate basic 
information security 
training 
Employee training goes hand-in-
hand with embedding a culture of 
cyber risk awareness throughout 
the organisation. Ensure everyone 
has at least a basic understanding 
of information security and what it 
means to the business. As part of the 
training, offer them simple habits 
that fit into their daily lives – lock 
your devices whenever you step 
away, never plug unfamiliar USB 
devices into your laptops, and know 
how to spot online phishing activities. 
For example, a simple mantra for 
combating email phishing is, 
“When in doubt, throw it out!” 
Training is important, but should 
never be treated as a sole line of 
defence against any substantial 
cyber risk. 

Realise that nobody 
is safe 
Understanding that everyone is a 
potential target is half the battle 
won. Help them appreciate the 
realities of a cyber attack, and break 
it down in simple-to-understand 
terms that are easy to share with 
others. Let them know that being 
subject to a cyber crime is essentially 
the same as having their cars stolen 
or houses broken into when they 
least expect it.

Implement a 
backup schedule
If you backup critical data often 
enough and on off-site networks, 
chances are higher that a recent 
copy is within reach in the event of a 
cyber attack, and the data would be 
kept separate from the source of the 
breach.

Encrypt as much 
as you can
You can never be too safe in the world 
of cyber security. Storing data, sensitive 
on otherwise, in an encrypted format 
these days is as simple as purchasing 
a pre-encrypted USB storage device. 
Encryption is also built into many 
versions of Windows, and there 
are plenty of free encryption tools 
available as well.

Tailor employee 
access levels on a 
‘need to have’ basis
Often, a hacker conducts deliberate 
infiltration by getting hired as a low 
level or part-time employee. When 
employee access levels are given in line 
with how strategic a role is within the 
company, this lowers the chances of a 
‘hit and run’ situation. Even if a hacker 
breaches the security of a single person 
who holds a senior position, limiting 
their influence on other parts of the 
system can help to contain the extent 
of damage. In short, give people access 
to the systems and data that they need 
strictly in order to do their jobs, but 
not to everything else.

Never share 
your password
Every employee accessing a system 
should have unique login credentials. 
This approach not only improves the 
ability to audit people’s activities in case 
of a breach, but also encourages people 
to better protect their passwords. There 
is really no need to tell someone else 
your password, and if you do, ensure it is 
changed as soon as possible.

Implement a 
password policy 
Conventional wisdom is to require 
complex passwords, but that leads to 
people writing them down or reusing 
variations of them. A simple strategy 
is to think of a sentence such as ‘Kevin 
is the world’s number 1 dad!’ and 
construct that as a password ‘Kitw#1D!’ 
For extremely sensitive systems, consider 
stronger forms of authentication 
such as biometrics or multi-factor 
authentication.

Acknowledge the dark 
side of social media
Social media phishing can be a 
nightmare for organisations. Online 
identity theft has serious consequences, 
and a single fake profile can destroy 
decades worth of brand equity. To make 
matters worse, 66% of Facebook users 
in the US alone don’t know how to 
use its privacy controls, and 15% admit 
they never checked their privacy and 
security settings. Implement technology 
to ensure social media is kept within 
tolerable security thresholds, and make 
employees aware of how to identify 
rouge phishing attempts on the various 
social media channels.



Consider ISO 27001 certification
The single riskiest thing you can do 
is to underestimate the value that an 
information security professional can 
bring to the organisation. Independent 
third party assurance providers like LRQA 
can assist with designing your approach 
and framework for implementing cyber 
security throughout the organisation. 

The cost hiring an expert will pay for 
itself many times over in terms of time, 
money, and aggravation saved down 
the road. After all, it is not a question 
of if, but when, your organisation 
becomes a target.  

Small businesses make the costly 
mistake of thinking their data is of 
little significance compared to larger 
organisations and therefore neglect 
any form of cyber security. Hackers take 
advantage of this belief, which explains 
why small businesses are victims 50% of 
the time.

With a strong information security 
policy and framework in place, your 
organisation will be better able to 
prevent and anticipate cyber security 
issues and have the right processes in 
place to deal with them when they arise.

The most widely recognised way 
of doing this is through ISO 27001 
certification. Put simply, ISO 27001 is 
the world’s ‘common language’ when 
it comes to assessing, treating and 
managing information-related risks. 

Some benefits of ISO 27001 
certification include:

– As the only auditable international 
standard that defines the 
requirements of an ISMS, 
certification to ISO 27001 ensures 
compliance with legal, contractual, 
and regulatory requirements

– Flexibility to integrate ISO 27001 
with other major management 
systems such as ISO 9001 and ISO 
14001, given the latest version of 
the standard is aligned to the high-
level structure

– Having a management framework 
in place for all organisations, 
regardless of size, industry or 
location, as a starting point to 
manage cyber risks 

– Gaining a competitive edge, 
improving your organisation’s ability 
to win new business and retain its 
existing customer base

– Minimising costs involved in having 
to schedule repeat customer audits, 
and safeguarding against financial 
losses associated with data breaches

– Improved cyber awareness 
throughout the organisation, and 
not just IT, by clearly setting out 
cyber risk as it applies to employees’ 
day-to-day work

Install security software
This goes without saying, but bears 
repeating. All computer devices, 
including personal tablets and 
smartphones, that contain sensitive 
information or that will be attached 
to network with other devices that 
do, require security software. Several 
popular, inexpensive packages that 
include anti-virus, firewall, anti-spam, 
and other beneficial technologies are 
available online. These should be set to 
‘auto-update’ to ensure the antivirus 
software is constantly updated 
to include defences against new 
cyber threats and increasingly more 
advanced malware.

Cross-contamination 
from personal devices 
is real 
Employees who access company 
systems through their personal laptops 
or smartphones pose the risk of cross-
contamination from personal browsing 
activities. If people are allowed to 
use personal devices for work-related 
activities, make sure there is adequate 
security on those devices, and enforce 
usage through the use of technology.
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LRQA’s unique assessment methodology helps 
you manage your systems and risks to improve 
and protect the current and future performance 
of your organisation.

Our expertise
Information is one of the most valuable 
and business-critical assets for any 
organisation. In today’s hyperconnected 
world, organisations are exposed to large 
scale information security threats and 
destructive cyber-attacks, regardless of 
size, industry, or geographical location. 
 
When information security systems are 
not properly managed and maintained, 
organisations run the risk of sustaining 
serious financial and reputational losses.  

Ensuring your organisation has the right 
controls in place to reduce the risk of 
serious data security threats and avoid 
any system weaknesses from being 
exploited is no longer an option. 

This is especially so since the publication 
of the EU General Data Protection 
Regulation, which places more stringent 
requirements and harsher fines and 
penalties on organisations in the event 
of data breaches.

About LRQA
LRQA is a recognised, world leading 
professional assurance services 
organisation. We specialise in 
management systems compliance and 
expert advice across a broad spectrum 
of standards, schemes and business 
improvement services including 
customised training and assurance 
programmes. We are recognised by 
almost 50 accreditation bodies and 
deliver our services to clients in more 
than 120 countries.

Our unique assessment methodology 
takes your management systems from 
compliance to performance, in order 
to reduce business risk, and enhance 
the effectiveness, efficiency, and 
continuous improvement of your 
management systems.

LRQA is part of the Lloyd’s Register 
Group and at our heart sits a charity, 
the LR Foundation. Most organisations 
do something to make money but at 
Lloyd’s Register, we make money to 
do something. As a percentage of our 
profits go towards the LR Foundation, 
every time you choose LRQA, not only 
are you getting best-in-class professional 
assurance services, but you are helping 
to make a difference to our world.

Through our extensive range of training 
and assessment services, LRQA is helping 
organisations worldwide transition to 
the new and revised ISO standards.  
We offer a range of assessment services 
as well public and in-house training 
courses, all aimed at helping to ensure 
that organisations worldwide have a 
smooth transition to the new standards.

LRQA has been at the forefront of 
standards development and involved in 
information security management system 
(ISMS) assessment and certification for 
many years. 
 
Our roster of high-profile clients in the 
finance, telecommunications, software, 
internet, consultancy, justice and 
government sectors, trust LRQA to deliver 
high quality, consistent and impartial 
assessments with the full back-up of a 
highly dedicated support package. 
 
Our assessors are management systems 
experts qualified in information security 
and other aspects of IT, whose objective 
view will give you confidence in your own 
security measures as judged against best 
industry practice. 

Improving performance, 
reducing risk
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Our Information Security Assessment and Training Services

We provide a range of online and face-to-face assessment services suitable for organisations  
of all sizes and locations, and can help you make the most of the standards.

Gap Analysis

This assessor-delivered activity offers the opportunity 
to focus on critical, high-risk or weak areas of your 
system in order to create a certifiable system. It can 
also look at how existing management systems or 
procedures can be used within your chosen standard.

Whether you are in the early stages of implementing 
your management system or looking to go for a 
‘dry run’ before the assessment visit, the scope of 
the gap analysis can be decided with your business 
development manager or assessor and gives you 
flexibility in choosing the visit scope and duration.

Training

LRQA’s range of bespoke and packaged training services 
can help any organisation address specific business 
requirements.

Our range of training courses include:
• Introduction to ISO 27001:2013
• ISO 27001:2013 Implementation
• ISO 27001:2013 Internal Auditor, Lead Auditor,  
 Lead Auditor Conversion
• EU GDPR Awareness Training (face-to-face, in-house, 
 or e-learning)

Certification

This is typically a two-stage process consisting of a system 
appraisal and an initial assessment, the duration of which 
is dependent on the size and nature of your organisation.

Your business development manager will design a 
solution to meet your specific needs while our assessors 
will be open, helpful and take a practical approach. 
This is one of the many ways we add value to the 
assessment process.

Surveillance

Once we’ve approved your ISMS, we carry out 
regular surveillance visits where we check its 
ongoing effectiveness. This gives you, and your top 
management, the assurance the management systems 
are on track and continually improving.

Assessment

We provide Data Protection Impact Assessments 
for organisations that wish to comply with the new 
requirements introduced by the EU GDPR. Companies 
looking to combine their management system with an 
existing management system (such as quality) can also 
benefit from a co-ordinated assessment and surveillance 
programme. This service is continually being developed.

To find out more about how LRQA can help you with your Cyber Security 
requirements, visit www.lrqa.com, email enquiries@lrqa.com or call 0800 092 0447
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Follow us:

https://www.youtube.com/user/businessassurance
https://www.linkedin.com/company/lrqa/
https://twitter.com/lrqa

